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CRYPTOR
Autor: SINAPSA Infocomplex® S. R. L.
Manualul de utilizare

CRYPTOR este o aplicatie software (ori "program") care vd ofera posibilitatea de a efectua
operatiuni de criptografie precum criptarea unor fisiere si texte si ascunderea unui text intr-o imagine.

Dupa ce un fisier sau un text este criptat va putea fi decriptat, adica descifrat numai de cétre cei care
au cheia cu care informatia respectiva a fost criptatda. Astfel, chiar daca persoane sau entititi neavenite obtin
in orice fel informatiile criptate, nu le vor putea descifra decat dupd un timp relativ lung (chiar ani intregi,
luni, sau in cel mai rdu caz saptdmani). Aceasta este valabil si pentru un text (ori mesaj) criptat ascuns intr-o
imagine: cei care vor obtine imaginea respectiva nu vor putea citi acel text decat dacd vor sti cd imaginea
contine un mesaj si daca vor avea cheia de criptare a acestuia.

Fisierele si textele pot fi "semnate" pentru a le verifica integritatea si pot fi identificate prin
calcularea agsa-numitei semnaturi de tip hash. Aceste operatiuni ajuta la identificarea informatiei provenite
din anumite surse, prin semnalarea modificarilor informatiei originale.

Acest manual se referd la versiunile 2.x ale CRYPTOR-ului; astfel, unele dintre functiile prezentate
aici pot lipsi din versiunea pe care o folosifi, care poate fi mai veche sau ulterioard uneia din acestea.

Interfata este elaboratd in limba englezd, insd explicatiile si sfaturile detaliate sunt prezentate in
cuvinte des folosite.

INTERFATA PROGRAMULUI
Interfata CRYPTOR-ului este alcituita din mai multe "pagini”, anume:

1) "Keysll ("Cheiﬂ)

2) "File encryption" ("Criptarea unui fisier")

3) "File decryption" ("Decriptarea unui figier")

4) "Text encryption" ("Criptarea unui text")

5) "Text decryption”" (Decriptarea unui text")

6) "Sign / Verify file" ("Semnarea / Verificarea unui figier")
7) "Sign / Verify text" ("Semnarea / Verificarea unui text")
8) "Steganography" ("Steganografie")

9) "Hash a file" ("Calcularea hash-ului unui figier")

10) "Hash a text" ("Calcularea hash-ului unui text")

11) "E-mail" ("Posta electronica")

12) "Password generator" ("Creator de parole")

13) "Identifiers" ("Identificatori")

14) "Key pairs" ("Perechi de chei")

15) "Info" ("Informatii")
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SINAPSA Cryptor

Lo
C=

7 Encrypt a text and hide it inside an image
UNIQUE ‘ ‘

IDENTIFIERS KEREAIRS

[ Create a DES key ‘
[ Comoiar o]

Load DES key from file...

In order to perform encryption with all available methods, you have to

generate or load (on this page) one DES key and one 3DES key. | |Ml Loadboth keys from file...
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|© SINAPSA Infocomplex S. R. L.| &

1. PAGINA "Keys" ("Chei")

Pe aceasta pagind pot fi create asa-numite chei de criptare si decriptare.
Cheia cu care o informatie a fost criptatd poate fi folositd pentru decriptarea aceleiasi informatii.

Alta cheie decit cea care a criptat o informatie nu va putea decripta acea informatie.
O cheie nu poate decripta decat informatia pe care a criptat-o.

Aici puteti crea chei de criptare prin metodele DES si TripleDES (sau "3DES").

Puteti si salva in fisiere cheile create:

- pe rand, actionand butoanele "Save DES/3DES key to file..."

- impreund, actionand butonul "Save both keys to file...")

De asemenea, puteti incérca astfel de chei din fisierele in care le-ati salvat:

- pe rand, actionand butoanele "Load DES/3DES key from file..."

- impreund, actionand butonul "Load both keys from file...")

in plus, puteti copia in memoria computerului (Clipboard) cheile create:

- cheia DES poate fi copiata in Clipboard actioniand butonul "Copy DES key to Clipboard"

- cheia 3DES poate fi copiatad in Clipboard actionand butonul "Copy 3DES key to Clipboard"

Butoanele corespunzitoare unei chei vor fi active numai cénd fie cheia a fost creatd, fie a fost
incarcatd dintr-un fisier in care fusese salvata anterior.

SINAPSA Cryptor

s o oo
<

=

ENCRYPT FILE

ENCRYPT TEXT

DECRYPT TEXT HASH TEXT ‘ IDENTIFIERS

STEGANOGRAPHY ’ ‘ URIGUE ’ ‘ KEY PAIRS ’

Q’) Keys |ﬂ File encryption | ﬂ File decryption 1 = Text encryption | = Text decryption | @ Sign [ Yerify file I QD Sign | Verify text | a 7 e

1 Always SAYE the cryptographic information when prompted; you or someone else will need it for DECRYPTION!

[ Create a DES key ‘ Create a 3DES key
DES key: Copy DES key to Clipboard 3 Copy 3DES key to Clipboard

wWKIDpK3C Save DES key to file... 0eHDNQyaCn1ybuAynbraBay4 Save 3DES key to file...

Load DES key from file... Load 3DES key from file...

In order to perform encryption with all available methods, you have to

generate or load (on this page) one DES key and one 3DES key. Save both keys to file... [ Load both keys from file...
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2. PAGINA "File encryption" (" Criptarea unui fisier')

Pe aceastd pagina poate fi criptat un fisier, astfel incat desi isi va pastra denumirea (de exemplu,
"fisiertext.txt") fie nu va putea fi deschis cu programul asociat, fie va fi deschis dar va fi indescifrabil fiindca
formatul si continutul sdu vor fi dezorganizate si distruse prin criptare, Incat numai cei care detin cheia cu
care a fost criptat sa 1l poata accesa si descifra.

SINAPSA Cryptor

= 0= g

ENCRYPT FILE DECRYPT FILE HASH FILE

UNIQUE
IDENTIFIERS

ENCRYPT TEXT DECRYPT TEXT HASH TEXT

Q’) Keys Iﬂ File encryption ﬂ File decryption 1 = Text encryption | = Text decryption | Q Sign [ Verify file l o Sign | Verify text I a T e

STEGANOGRAPHY ‘ ‘ ’ ‘ KEY PAIRS ’

1 Always SAVE the cryptographic information when prompted; you or someone else will need it for DECRYPTION !

Encrypt Encrypt Encrypt
file file file
by DES by 3DES by DES + 3DES

To encrypt a file, first you must either: AES key (mandatory):

- create a DES and/or a 3DES key or load them from a file
(on the "Keys" page), or:
- write or load from a file an AES key {on this page)

or load AES info...

Encrypt file
by all available methods

Puteti cripta un fisier prin patru metode:

1) DES. Aceasta este disponibila numai daca este cunoscutd o cheie DES.

2) 3DES. Aceasta este disponibild numai dacd este cunoscuta o cheie 3DES.

3) DES si 3DES. Aceasta este disponibila numai daca sunt cunoscute o cheie DES si o cheie 3DES.
4) prin metoda AES.

Butoanele pentru metodele DES/3DES vor fi active numai dacé sunt cunoscute astfel de chei.
Butonul pentru metoda AES va deveni activ dupa ce scrieti manual un text-cheie AES sau incdrcati
informatie AES dintr-un fisier in care o salvaseti anterior, actionand butonul "or load AES info...".

In acest exemplu se foloseste metoda 3DES.
Dupai ce apésati unul din butoanele "Encrypt file by..." (in acest exemplu, 3DES) va fi prezentat un
dialog in care veti putea alege fisierul ce va fi criptat:
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 Select the file to ENCRYPT with 3DES
@Ov[ | « Program Files » Java » jreb » v | 45 ’ | Search ,O]
‘ Organize v :== Views ~ B New Folder
A e X Name Size Date modified Ty
. bin 2012-Jan-1219:... File
| Documents
= R o L ib 2012-Jan-1219:...  File
aCeceih e || COPYRIGHT 4KB 2011-Oct-0303.. File
Bl Desktop || LICENSE 1KB 2011-Oct-0303.. File
/™ Computer .| LICENSE 1KB 2011-Oct-0303.. Te
{4/ Recently Changed __|PATCH.ERR 1KB 2012-Jan-1219:.. ERI
B Pictures __|README 1KB 2011-Oct-0303.. Te
B Music i THIRDPARTYLICENSEREADME 183 KB 2011-Oct-0303.. Te
2 Welcome 1KB 2011-Oct-0303.. HT
IR Searches
ly Public
Folders A g | n )
File name: THIRDPARTYLICENSEREADME v [AII files [*.*) v]
Lgpen IV] [ Cancel ]

Dupa ce alegeti fisierul pe care 1l veti cripta si apdsati butonul "Open" sau similar al dialogului vi se
va solicita confirmarea continuarii operatiunii de criptare a fisierului; daca vreti s continuati apdsati butonul
"OK" sau similar:

File encryption by 3DES =

' You will now be prompted to specify the name of the ENCRYPTED file.

If you want to abandon this operation now click on the Cancel button.

OK ] i Cancel

Dupa criptare fisierul original va continua sa existe impreuna cu forma sa criptata.
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Daci apésati butonul "OK" sau similar vi se va solicita denumirea figierului criptat:

- ‘Specify a name for the encrypted file )
{ )U - | | « Program Files » Java » jreb » v | 45 ' | Search P l
‘ Organize v :== Views ~ B New Folder :

Eemtatinke Name Size Date modified Type
. bin 2012-Jan-1219:... File Folde
‘| Documents
= R = L lib 2012-)Jan-1219:... File Folde
M e e || COPYRIGHT 4KB 2011-Oct-0303.. File
Bl Desktop || LICENSE 1KB 2011-Oct-0303.. File
/% Computer || LICENSE 1KB 2011-Oct-0303.. TextDoct
(% Recently Changed |_|PATCH.ERR 1KB 2012-Jan-1219:... ERRFile
B Pictures || README 1KB 2011-Oct-0303.. TextDoct
B Music || THIRDPARTYLICENSEREADME 183 KB 2011-Oct-0303.. TextDoct
2| Welcome 1KB 2011-Oct-0303.. HTMLDo
IR Searches
. Public
Folders 1 »
File na v
Save as type: / v]
4 Hide Folders [ Save ] [ Cancel ]

Odata ce specifcati destinatia si denumirea figierului criptat apasati butonul "Save" sau similar al
acestui dialog. Un mesaj va anunta succesul sau esecul operatiunii de criptare:

‘Encryption =)

| Encryption has succeeded on the selected file:

C:\Program Files\Java\jre6\THIRDPARTYLICENSEREADME.txt
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Pentru a verifica reusita criptarii incercati sa deschideti figierul criptat — in exemplul de mai sus,
acesta se numeste "3plr_encrypted.txt". Daca programul asociat acelui tip de fisier (in acest caz, de tip text,
cu extensia .txt) il poate deschide veti vedea continutul figierului criptat, insa nu il veti putea descifra:

r 5

E| 3plr_encrypted - Notepad ([E=3ECh B3

File Edit Format View Help

Os+o%ck—)738, *41 . Phii- Flp "—= xOk: @~ ~¥U3EPALEMPEE2 +—#é (ce x3WOE LI~ k¥ 2eiDYa x6 2eE5k3+19% TbEo” avBEGRlx2a"2e-Ce 6 i
¢, RESBCOVFO " 3l TREP SeH, 20 Ax —=uIDES7AM; | HoeaexT N~ —p itleei dlifaol*b1a),5Fy—-  A—£[i1+O0&O Iy A™-iP E<3Abd: 2¥DEHCTT B r
ifEcqné 3aeaEEY Ry NG ovlufd " MDE=YE  ~cN@)YChE™—xi2é™ee 1c,5C 24" HikUR{8,T4@3E| %o3[Cly 0 o™|olA" 0sAcplB yZUth, 08 S <3
<zew¥ Q10800 Bl A M EXILGsr FOE mWtrTiZ "w=-{"hr*nY fELb".. R+98i 194 1{bOx&)vbG - 14p? HIUD " EPES3&"_qew i, A% Qlmu—y(+ 1424xi28E,00_ Ty 4"
Dsi 850, We-"Elb- Hid~fAxi]giké$*D TOKEKE Y% ZIXFL2VA FEpaoeb+ 361 2cATY -Ea—=1UfgevixNTrSOh BZWY @M; biiale Vorg —
Onbq2E  RAERYNUvEPTY x0... 14018 C«@xHIORA4i(3ua_Sz=URokag NEFLF 145 < f;]eer @VS34{ |9'O(Pge#th ool _k—136xXu_{+(4~ "V fvifi ¥ BoEVI—%
©FZeyiT;El,~wkAi1 A0 TAD{E2:Epa+™BP*qh, O >0Ugs- B0 ~)—L, |FICC, " _ 0%+ ~MxUZIEERG xE &1L |3--55; "B |EE%l-qi| —uEs|Bv—in”

iF aeGUE U Bmbfe™{[E2x 14 1+0,¢01" 3" fezjval_07@T# <Z,.~ifA-5071360A0E¥eZi [ E~"(76-}E_ xq |'¥yi}'i [Iy¥0gemp)vzetl~"b2 < 66GH 4™
+mS{vUlsedyaasicdud.. | Ecii=dei@ey 16kdaE IPeeact-ao: sz {@lb'aleva-y - ¥7xze  9K>I[Thil> 1T  ¢HAS-©ROAGIOHDBOGRZ—AnN@+Y 14iEEBURAdu, ol "
1A~ _abégk  UY|2eCOOO0_«{rQ- 4um™ 78D e FFgbwil §1°58QA1~P" i« 8 UIHE ot EzAi@goswadle . a0 ‘Ip!, ni0¥510e4um™Y 190 +p-Txcr-@0-8j"Y IP¢
rEL{N*~ ¢ xiiBiDE?0+A<AR, Wi+ pid oy 46bQtOXKER+0ER| 21y dEw0+i?€96/5%Ke) L8V IbpERVR» [E%z"t ED@("%eiR1\Da»A» 7% TB+T-jPubEmS...

1, +IRIO+CURC Y. @1 |07 e x: HUEET  14j8 |F<2@0-Aixhd%,D°0,QUBN-PEW  E-58™ Iy @O}t ~COUBIEUO2EDDKED S TakS; GEBACHF:T [HiR[ak; 114

Ore7za-. 408KEE| 353A6©70} e ~JeQEQ%C ukt—.2"_Jxu e >D-VTCAGO4OWD lelil%BCZ Qius«IwdTH 214 10 . r"Daq ceh: MEB#/OFA1 69 +FO7?EEAATcel

I EACAm kAT asVRT AL T WA Ianr 2 K1 2L 2 BRTAATA L & kot AZE EENE kAR C Amds AT 2 ERLS AR AC LARATT 1AL AP 290 AT A Rean #T0

>

m

Dupa criptare va apédrea un mesaj de avertizare prin care se va recomanda sa salvati cheia de criptare
a fisierului, pentru ca mai tarziu sa il decriptati:

3DES encryption =

Now you will be prompted to save the cryptographic information used
N encrypt the file.

You or someone else WILL NEED this information when attempting to
DECRYPT this file.

If you want to abandon this operation now click on the Cancel button,
but IN THIS CASE NOBODY WILL BE ABLE TO DECRYPT THE FILE.

So think twice before declining to save the info.

[ OK ][ Cancel ]

Pentru a salva respectiva informatie criptografica apdsati butonul "OK" sau similar al acestui dialog.
Ca mai inainte, specificati numele fisierului care va contine aceastd informatie:

Specify the file to save the cryptographic information into
@wvv| . « Program Files » Java » jre6 » v | +5 | , Search P

‘ Organize ™~ Views ~ W New Folder

Favorite Links Name Size Date modified Type

.. bin 2012-Jan-1219:... File Folde
[E| Documents
- 1 lib 2012-Jan-1219:...  File Folde
75 Recent Places
Bl Desktop
/™ Computer

% Recently Changed
B Pictures

!p' Music
PN Searches

; Public

Folders < | e n | »
Y
SN, Al3pir_encrypted_cryptoinfo } v
Save as type: i xml) / v]
“ Hide Folders L Save ] [ Cancel ]
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11! Salvati informatia criptografica de fiecare data cind vi se recomanda !!!
111 Altfel nu veti putea decripta ceea ce ati criptat !!!

Un dialog va anunta reusita sau esecul operatiunii de salvare a informatiei criptografice
corespunzatoare fisierului criptat:

Encrypted text @

@ Information about the encrypted file and its associated encryption

A .y ) key(s) have been saved to the specified file:

E:\test\3plr_encrypted_cryptoinfo.xml

—

Informatia criptograficd pe care o salvati dupd ce criptati un fisier sau un text va putea fi folosita
pentru decriptarea acelui figier sau text.
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3. PAGINA "File decryption" (""Decriptarea unui fisier')

Pe aceastd pagind poate fi decriptat un fisier prin aceeasi metoda si folosind aceeasi informatie
criptografica folosita la criptarea sa.

SINAPSA Cryptor

5 T ot
= ot C

ENCRYPT FILE DECRYPT FILE HASH FILE

ENCRYPT TEXT DECRYPT TEXT HASH TEXT

Q’) Keys l |ﬂ File encryption ] ‘ﬂ File decryption = Text encryption | = Text decryption | o Sign [ Yerify file l @ Sign [ Yerify text I a P e

UNIQUE
STEGANDGRAPHY ‘ ‘ e ’ ‘ KEY PAIRS ’

1 Be wary of the last file that you are about to decrypt ! Its name will be shown on this page!

Decrypt Decrypt Decrypt
file file file
by DES by 3DES by DES + 3DES

To decrypt a file, you must load from a file the DES, 3DES or AES key(s) that were used to encrypt THE SAME file
(on the "Keys" page and on this one).

[ Load DES | 3DES cryptographic information about a file. .. ]

The name of the encrypted file, as recorded along with the cryptographic information that you have loaded above:

[the name of the encrypted file]

Decrypt
file
by all available methods

Aici puteti decripta un fisier prin metodele disponibile pentru criptare (DES, 3DES, DES+3DES si
AES).

Butoanele corespunzatoare metodelor vor fi active numai dacd sunt cnoscute cheile respective sau
informatia criptografica respectiva.

In cazul metodelor DES / 3DES puteti fie:

- folosi pagina "Keys" pentru a incérca astfel de chei din fisiere in care le-ati salvat anterior

- apasa butonul "Load DES / 3DES cryptographic information about a file..." pentru a Incarca
informatie criptografica DES / 3DES referitoare explicit la un fisier criptat anterior.

In cazul metodei AES puteti fie:

- scrie manual cheia AES de decriptare in caseta de editare de sub eticheta marcata "AES key:"

- apasa butonul "Dismiss this key, load AES info instead..." pentru a ignora cheia scrisd aici (daca
existd vreuna) si a incarca informatie criptografici AES / 3DES referitoare explicit la un fisier criptat

anterior.

In acest exemplu se va prezenta decriptarea fisierului criptat anterior prin metoda 3DES.
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1) Intrucat stim ca intr-un fisier dedicat exista informatia criptografica referitoare la un fisier criptat,

apasam butonul "Load DES / 3DES cryptographic information about a file...":

- Specrfy the file to load the cryptographk information from )
( ;U_l"<' v|‘17'|Sean:1h Ll
‘ Organize v Views ~ [ New Folder
Eontatanks Name Size Date mo::iified Ty
S Docirniis E 4 BEIr_encrypted_cryptomfo > 1KB 2014-Oct-1811:16 XM
< o |2 text_data 1KB 2014-Sep-1915:48 XM
M e e ' file_datades 1KB 2014-Sep-1913:49 XM
B Desktop | file_datataes 1KB 2014-Sep-191330 XM -
/% Computer || file_datatdestdes 1KB 2014-Sep-1913:28 XM
(% Recently Changed || text_dataaes 1KB 2014-Sep-1912:31 XM
E Pickiires = file_datatdes 1KB 2014-Sep-1911:41 XM
B Music |2 text_datatdes 1KB 2014-Sep-1818:51 XM |
2] text_datades 1KB 2014-Sep-1818:51 XM
BB Searches ,
& N
J/ Public E o %
S ST M
J N il
3o 2 IFwr
Folders A g | m | »
e
File r_1am oted i . v [ HML files (*ami) v
[ Open ] [ Cancel ]

Un mesaj va anunta reusita sau esecul incarcarii informatiei criptografice din figierul selectat:

| Encrypted file

| 3DES information has been loaded from the specified file:

E:\test\3plr_encrypted_cryptoinfo.xml

http://sinapsaro.ro

The name of the 3DES-encrypted file has been displayed on this page.

Suntem anuntati si cd denumirea fisierului criptat este afisata pe aceastd pagina.
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In dialogul urmator suntem anuntati ca se va incerca decriptarea fisierului a cdrui denumire a fost
cunoscutd dupa incarcarea informatiei criptografice:

=

3DES =

B An attempt can now be made to decrypt by 3DES the selected file.

The 3DES key from within the file that you have selected has been
displayed on the "Keys" page, so you now have a 3DES key that you can
use as needed.

If you click on the OK button of this dialog or on the "Decrypt file by
3DES" button afterwards, you can check if the file can be decrypted
with this key.

If you want te abandon this operation now click on the Cancel button.

[ OK ] [ Cancel J

2) Pentru a continua cu decriptarea fisierului apasdm butonul "OK", dupd care ni se va solicita sd
selectam fisierul CRIPTAT:

 Select the file to DECRYPT with 3DES |
@C)v[@i\ » Victor » Documents » - | 45 ' | Search pe l
‘ Organize v :== Views ~ B New Folder
Eemtatanks Name Date modified Size Tyg
‘| Documents e
: File
%5 Recent Places )
o File
Bl Desktop File
(M Computer File
{4y Recently Changed e File
E Pictures File
B Music File
B search File
r
o File
. Public File
File
. 3plr 2014-Oct-1811... 183 KB Tex
Folders - 1E| i | ’
File name N\ & v |Alfies () v
[ Open |V] [ Cancel ]
http://sinapsaro.ro pagina 11 din 37

contact@sinapsaro.ro




l@: SINAPSA Infocomplex S. R. L.| e gmeni:

3) Dupai ce alegem figierul ce fusese criptat ni se va solicita denumirea figierului DECRIPTAT:

=

File decryption by 3DES ==

' You will now be prompted to specify the name of the DECRYPTED file.

If you want to abandon this operation now click on the Cancel button.

| ok || Cancel |

"

Specrfy the name of the DECRYPTED file 4
————
S=l) < v | 42 || search ol
‘ Organize v iz Views ~ [ New Folder 2
Sy 1 Name Size Date modified Type e
| Documents File Folder|=
: File Folderl
i Recent Places File Folder
Bl Desktop “older
(M Computer Folder
(23 Recently Changed “older
E‘ Pictures Folder
@ Music Folder
Folder
B Searches Id
older
). Public slder
Docu ™
Folders A 0 | »
File ndge: ERENREERED ) -
Save as type: v]
“ Hide Folders [ Save ] [ Cancel ]

4) Dupd ce apasam butonul "Save" sau similar fisierul va fi decriptat folosind informatia
criptograficd Incarcata si va fi salvat sub denumirea tocmai specificatd. Un mesaj va anunta reusita sau esecul
operatiunii de decriptare a fisierului:

Decryption (3DES) =

lﬁ' Decryption has succeeded on the selected file:
\ y
" C:\Users\Victor\Documents\3plr.bt
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5) Dacé decriptarea reuseste ni se va oferi posibilitatea de a deschide fisierul decriptat:

Decrypted file 22|

.| Do you want to open now the decrypted file?

E:\test\java_license_decrypted.txt

7 | -

Daca apdsam butonul "Yes" sau similar fisierul decriptat va fi deschis cu programul implicit ce 1i
corespunde si astfel 1i vom putea accesa continutul:

e

ﬁ java_license_decrypted - Notepad o= =)
File Edit Format View Help
DO NOT TRAMSLATE OR LOCALIZE, -

%% The following software may be included in this product: CS Codeviewer v1.0;
Use of any of this software is governed by the terms of the license below:
Copyright 1999 by CoolServlets.com.

Any errors or suggested improvements to this class can be reported as instructed
on CoolServlets.com. We hope you enjoy this program... your comments will
encourage further development! This software is distributed under the terms of
the BSD License. Redistribution and use in source and binary forms, with or
without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.
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4. PAGINA "Text encryption' ("Criptarea unui text")

Pe aceastd pagind poate fi criptat un text, astfel incat va fi indescifrabil fiindcd va fi dezorganizat si
distrus prin criptare, incat numai cei care detin cheia cu care a fost criptat sa il poata accesa si descifra.

SINAPSA Cryptor

STEGANOGRAPHY

‘ UNIQUE

IDENTIFIERS ’ ‘ KEXEAIRS ’

= Text decryptionl @ Sign [ Verify filel @ Sign | Verify textl a PR

Encrypt Encrypt r Encrypt
text text ext text
by DES by 3DES by AES

To encrypt a text by DES andfor 3DES,
first you must create such keys or load them from a file
(on the "Keys" page).

The text that is to be encrypted {write or "Paste" it here):

Preamble

The GNU General Public License is a free, copyleft £
license for software and other kinds of works.

The licenses for most software and other practical works
are designed to take away your freedom to share and
change the works. By contrast, the GINU General Public

¢ 53 J q1'Wa4gDo35m
License is intended to guarantee your freedom to share WRWOS 1i4Py

and change all versions of a program--to make sure it

1) In caseta din stanga scrieti sau preluati din Clipboard textul pe care il veti cripta.

2) Apoi apdsati unul dintre butoanele corespunzitoare metodelor de criptare (DES, 3DES,
DES+3DES si AES). In cazul metodelor DES, fiecare dintre acele butoane va fi activ numai daci este
cunoscutd o astfel de cheie; butonul pentru criptarea prin metoda AES este activ permanent.

Dupai ce operatiunea de criptare reuseste vi se va solicita salvarea informatiei criptografice, pentru ca
mai tarziu sa fie folositd pentru decriptarea aceluiasi text. Puteti folosi acea informatie in pagina "Text
decryption" ("Decriptarea unui text").
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5. PAGINA "Text decryption" ('""Decriptarea unui text')

Pe aceastd pagind poate fi decriptat un text prin aceeasi metoda si folosind aceeasi informatie

criptografica folosita la criptarea sa.
[ our s o]

HHHHH
HASH FILE @

’ ‘ KEY PAIRS ’

SINAPSA Cryptor

DECRYPT FILE

ENCRYPT FILE
l | | UNIQUE
STEGANOGRAPHY
ENCRYPT TEXT DECRYPT TEXT HASH TEXT i \ { IDENTIFIERS
Q’) Keys ‘ ﬂ File encryption l |ﬂ File decryption J = Text encryption | = Text decryption 0 Sign [ Verify file | @ Sign | Verify text ' a 7
Decrypt Decrypt Decrypt 1. Load encryption info For...
text text text | S \ ... all methods
by 3DES by DES + 3DES e
2, Decrypt text by mfo on...
= O 12

by DES
To decrypt a text, you must load from a file the DES, 3DES or AES key(s) that were used to encrypt THE SAME
text {on the "Keys" page and on this one). A text can only be decrypted with the method with which it was
The decrypted text:

encrypted, so you have to use the appropriate file for that method.

(( Load text by DES { 3DES info... )

Pentru a decripta un text este neapdrat nevoie de incdrcarea informatiei criptografice folosite la

criptarea sa; altfel textul nu va putea fi decriptat.
Informatia respectiva poate fi incarcata din fisiere salvate in cursul criptarii textului, apasand butonul

"Load text by DES / 3DES info..." sau butonul "Load AES info about an encrypted text".
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In dialogul care va aparea dup ce apdsati acel buton vi se va solicita s selectati figierul care contine

informatia criptografica respectiva. Acel fisier contine textul criptat si cheia cu care a fost criptat.

Specrfy the file to load the cryptographk information from

Organize v := Views ~ B New Folder

Favorite Links Name

Il Documents

#5| Recent Places

> | 4] Search

Size Date modified

1KB 2014-5ep-1913..
1KR 2N14-Sen-1012

1KB 2014-Sep-1818...
1KB 2014-Sep-1915..
2KB 2014-Oct-1812..

==t L
Bl Desktop 2| tile_datades
(M Computer [ file datatace
[2¢ Recently Changed |
E' Pictures |
@ Music — =
B Searches
). Public
|2 text_datades
- destdes
|| text_datatdes
Folders A (F

1 |

o

m

File nathg:  [EHEGEE G

v [ XML files (“xmi)

[ Open ] [ Cancel ]

Daca informatia criptografica referitoare la decriptarea unui text va putea fi incarcatd din figierul

selectat va fi afisat un mesaj care va anunta aceasta:

[ Encrypted text

E:\test\text_datatdes.xml

http://sinapsaro.ro
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In caseta de editare din stanga paginii va fi afisat textul criptat:

SINAPSA Cryptor

ENCRYPT FILE DECRYPT FILE HASH FILE

DECRYPT TEXT HASH TEXT IDENTIFIERS

‘ STEGANOGRAPHY ‘ ‘ UNIQUE ’ ‘ KEY PAIRS ’
ENCRYPT TEXT

Q’) Keys l Iﬂ File encryption ] |ﬂ File decryption ] = Text encryption | = Text decryption \9 Sign [ Verify file l \.” Sign | Verify text | a |

1. Load encryption info for...

Decrypt Decrypt Decrypt
text text text [ aes W[ . all methods
by DES by 3DES by DES + 3DES ! | ethode ]
To decrypt a text, you must load from a file the DES, 3DES or AES key(s) that were used to encrypt THE SAME 2, Decrypt text by info on...
text (on the "Keys" page and on this one). A text can only be decrypted with the method with which it was
S R O 11 |

encrypted, so you have to use the appropriate file for that method.
The decrypted text:

[ Load text by DES { 3DES info...

Observati cum, deoarece in fisierul cu informatie criptografica se specificase ca textul a fost criptat
prin metoda 3DES, butonul "Decrypt text by 3DES" s-a activat. Asadar, pentru a decripta textul puteti apasa
acest buton; puteati decripta textul si fard a apasa butonul, imediat dupa incarcarea informatiei criptografice.

Daca operatiunea de decriptare reuseste, textul decriptat va fi afisat in caseta de editare din dreapta
acestei pagini:

The decrypted text:

Preamble -
The GNU General Public License is a free, copyleft license for software and
other kinds of works,

The licenses for most software and other practical works are designed to take
away your freedom to share and change the works. By contrast, the GNU
General Public License is intended to quarantee your freedom to share and
change all versions of a program--to make sure it remains free software for all
its users, We, the Free Software Foundation, use the GNU General Public
License For most of our software; it applies also to any other work released this
way by its authors, You can apply it to your programs, too,

‘When we speak of free software, we are referring to freedom, not price. Our
General Public Licenses are designed to make sure that you have the freedom

ko Aicbviba ko mamime mF Femm mafliiavs famd shavms Fav Fhars iF s iiskd blak

m
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6. PAGINA "Sign / Verify file" (""Semnarea / Verificarea unui fisier')

Pe aceastd pagind poate fi folositda metoda de verificare a autenticitdtii unui fisier prin metoda

"semnadturilor publica si privata".

— | HHHHH

ENCRYPT FILE DECRYPT FILE HASH FILE

UNIQUE
STEGANOGRAPHY ’ ‘ IDENTIFIERS

HASH TEXT

i ‘

KEY PAIRS ’

£ Textencryption | £ Text decryption | [T Sign ey fie]

i QSignIVerifytext a 7 [

1. To sign a file, specify the
password to sign it with:

Verify a file: Load its public
signature...

To verify a file, first you must load its previously saved signatures. [[_Venify the authenticity ok a lile select the hlew |

The name of the signed file, as recorded along with the signatures that you have loaded above:

[the name of the signed file]

The name of the verified file, that you have selected with the button "verify the authenticity..." above:

[the name of the verified file]

Pentru a determina semnaéturile unui fisier procedati astfel:

1) in caseta de editare marcatd cu eticheta "1. To sign a file, specify the password to sign it with:"

specificati o parold pentru generarea semnéturilor fisierului ce va fi verificat ulterior.

2) apoi apasati butonul "2. Load a file, generate its signatures and save them for later, when verifying
its integrity") pentru a alege fisierul pe care il veti procesa si pentru a salva informatia criptografica generata.

3) dupa ce alegeti acel fisier va aparea un dialog ce va anunta ca semnaturile publica si privatd ale
fisierului au fost generate si afisate pe pagina si vi se va recomanda salvarea lor pentru folosire ulterioara:

Cryptographic information @

The public and private signatures for the selected file have been
' % generated and displayed on this page.

Now you can save these signatures to a file

FOR YOUR USE ONLY,

along with other data that will allow you to check on the integrity of the
file that you have just selected.

You will be prompted to save this information now; it is recommended
that you do so; if you will NOT save it, you will NOT be able to later
verify this file.

After you close this message you will be prompted to save this
information.

i
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in dialogul urmitor va trebui si specificati denumirea fisierului unde va fi salvati informatia
criptografica.

'

Save signatures for a file
@C)vl—ﬁ » Victor » Documents » v | ‘f ’ | Search e ‘
‘ Organize™~ 52 Views . New Folder
Eontatanks Name Date modified Size Type *
‘| Documents E:e EO:
ile Fo
%= Recent Places File Fol
Bl Desktop File Fol
(M Computer File Fol -
{4y Recently Changed File Fol
IE Pictures File Fol
B Music File Fol
File Fol
BB Searches ile Fol
J\ Public ile Fol
ile Fol =
Falders A vl m ’
Fnega 3 .
Save as type: V]
4 Hide Folders [ Save ] [ Cancel ]

!!! Pentru a verifica autenticitatea fisierului caruia i-au fost detreminate semnaturile
va fi nevoie de aceasta informatie, asa ca trebuie sa o salvati
intr-un fisier a cirui denumire sa sugereze continutul sau !!!

| Cryptor =

' The signatures of the specified file have been saved to the file:
A

C:\Users\Victor\Documents\fisier_semnaturipentruverificare.xml

You can later load them in order to verify the authenticity of the file
that you have signed.
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Pentru a verifica autenticitatea unui figier prin semnaturile sale procedati astfel:
1) apasati butonul "Verify a file: Load its private signature". In dialogul care va aparea selectati

figierul in care ati salvat informatia criptograficd dupa determinarea semnaturilor fisierului pe care il veti
verifica:

P

Load a PRIVATE signature 3]

‘@ﬁovmﬂ » Victor » Documents » - | +3 ‘ | Search L

‘ Organize v :== Views ~ I New Folder

£ Name Date modified Size

vorite Links

Documents

[ 9

Recent Places

Desktop SR e PP e

-

Computer (

=

Recently Changed
Pictures

Music

e

Searches

Public

|2 fisier_semnaturipentruverificarey, 2014-0Oct-18 12:34 3KB

Folders A m } )

i
File nam | XML fles .xmi) v
[ Open lq [ Cancel ]

2) apisati butonul "Verify a file: Load its public signature". In dialogul care va apirea selectati

acelasi figier din care ati Incdrcat semnatura privata.

Nu conteaza ordinea in care incarcati semnaturile, vor fi afisate oricum.

11! Totusi, parola va fi afisatd numai dupa ce incarcati semnéitura privata,
astfel ca daca incarcati intii aceasta semnatura si apoi pe cea publica
parola nu va fi afisata si nu veti putea verifica fisierul.

Butonul pentru verificarea auteticitatii unui fisier va fi activ
numai daca sunt afisate ambele semnéturi si parola !!!
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3) apasati butonul "Verify the authenticity of a file: select the file..." ("Verificd autenticitatea unui
figier: selecteaza fisierul". In dialogul care va apirea selectati fisierul a cérui autenticitate vreti sa o verificati:

 Select the file to verify =
Gl « - 4] eor 7]
‘ Organize v :== Views ~ B New Folder 3
Eontatanks Name Size Date m¢ *
‘| Documents
%= Recent Places |
Bl Desktop 1-Sel =
/% Computer @20140621-ANAF-DecIaratia 010 320KB  2014-Ad
|4 Recently Changed fi AR terewvn 1014-Se
IE Pictures R 1013-0¢
B Music L] '014-Se
B search r "13-0¢
earc. es i 3-Oc
s Public i 2-0¢
' X
X
p [0
Folders | )
File nalge: EIENEE] -ANAF-DecIarat v [AII files (%) v]
ﬁﬂpen ] [ Cancel ]

Un mesaj va anunta daca figierul este cel original...

"File authenticity

Jl The file is the original one.

... sau dacad a fost modificat dupa determinarea semnaturilor sale:

"File authenticity ==

lé The file has been modified since its analysis here.
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7. PAGINA "Sign / Verify text" ("Semnarea / Verificarea unui text')

Pe aceasta pagind poate fi folositd metoda de verificare a autenticititii unui text prin metoda
"semnadturilor publica si privata".

SINAPSA Cryptor

e
— | HHHHH

DECRYPT FILE HASH FILE

HASH TEXT IDENTIFIERS

o

STEGANOGRAPHY ’ ‘ URIGUE ’ ‘ KEY PAIRS ’

Q’) Keys ] ﬂ File encryption | |ﬂ File decryption I = Text encryption | = Text decryption | @ Sign / Verify file ” \B Sign | Verify text a PR e

password to sign it with:

bxaldvMea1KsnPUOMh2ZBI0BITxI/1aYEK2ju/LzF C3bvEMWOGESQPL7FYAy+hil 6CIBXIpbQUGI44L  »

c9KBgi1 YUWhJOSZXwIlS0wy 'mbENySGFiFO1 jvgynYiSfkm720xZj761¥u245qr1
PRl AQikYgEAER1YamWjW usSqZhWEmPIUSY TKZehuy Wiy 23R+S0Wvaty3MyHWx4YmxCIEZMcI1Ic2Dsy [&
‘EdOBnGeYo1MmKRMXE6yDWxToe1e6x7VSSIQSCrdKXMS Yy 13
To verify a text, first you must load its previously saved signatures. Yerify the authenticity of the text below

The text to sign or verify {write or "Paste" it here):

Acesta este textul ale carui semnaturi publica si privata vor fi determinate aici.

Dupa ce semnaturile vor fi calculate va trebui sa salvez informatia criptografica referitoare la acest fisier,
ce apoi va putea fi folosita la verificarea autenticitatii Fisierului,

Astfel eu si cei carora le voi trimite acest fisier vom sti daca a fost modificat dupa ce |-am trimis.

Procedurile de urmat pentru verificarea autenticitétii unui text sunt similare celor din cazul verificarii
autenticitatii unui fisier.
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8. PAGINA "Steganography" (" Steganografie'")

Pe aceasta pagina poate fi ascuns intr-o imagine un text ce intai va fi criptat. De asemenea, un text
poate fi recuperat din imaginea in care este ascuns si poate fi decriptat.

Astfel veti putea trimite §i citi mesaje "secrete" in forma unor imagini ce contin textul criptat al
mesajelor. Numai cei care vor avea imaginea si cheia de criptare vor putea citi mesajul.

8.1. Ascunderea unui text intr-o imagine

1) selectati sub-pagina "Steganography: Hide a message" ("'Steganografie: Ascunderea unui mesa;j")
2) apasati butonul "1. Click here to select the image that will be hiding the message" ("Click aici
pentru a selecta imaginea ce va ascunde mesajul"). In dialogul ce va apirea alegeti fisierul-imagine in care
veti ascunde mesajul. Este recomandatd folosirea imaginilor din fisiere in formatele Bitmap (.BMP) si
Portable Network Graphics (.PNG):

P

Open

‘ Organize v

Favorite Links

Documents

[ 8

Recent Places

Desktop

Computer

=
¥

Pictures

Music

BEmME

Searches

, Public

Folders

GO =

Recently Changed

v | +y ‘ | Search

S Views ~ [B New Folder

Name

s busola_ne
| busola_nne
\Rs busola_nnw
R busola_nord
|Rs busola_nw
R busola_se
M| busola_sse
|| busola_ssw
| busola_sud

| busola_unknow
R busola_vest
|| busola_wnw

|| busola_wsw

Date modified Size *
2013-Oct-1819...
2013-0Oct-1915...
2013-0Oct-1915...
2013-Oct-1819...
2013-Oct-1819...
2013-Oct-1819...
2013-Oct-1915...
2013-Oct-1915...
2013-Oct-1819...
2013-Oct-1819...
2013-Oct-1819..,
2013-Oct-1819...
2013-Oct-1915...
2013-Oct-1915...

m

1

»

- [Portable Network Graphics [F v]

FU pen

] [ Cancel ]

3) imaginea va fi afisatd in stinga acestei pagini. Desi dimensiunile la care va fi afigatd nu sunt cele
originale, textul va fi ascuns in imaginea la dimensiunile originale. Informatia aceasta este prezentata chiar

pe pagina:

original size, that you will give to other people.
-1- Use of BMP or PNG images is highly recommended -!-

| The image will be resized to fit this interface, but the message will be hidden inside the image at its

-1- Check if vou can extract the text, before sending it along with the image -!-

http://sinapsaro.ro
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4) specificati textul ce va fi criptat si ascuns in imaginea tocmai afisatd. Limita este de 30000
caractere; pentru a trimite mesaje mai lungi puteti folosi mai multe imagini.

SINAPSA Cryptor

UNIQUE
ENCRYPT TEXT S i ‘ STEGANOGRAPHY ’ ‘ ENTIEILRE ’ ‘ KEY PAIRS ’

@ Sign | Verify text a Steganography d Hash a file | d Hash a text I & E-mail | @ Password generator ‘ lﬂ Identifiers I Key pairs I 77 [0

Steganography: Hide a message | Steganography: Recover a message |

Here you can hide a text message inside an image by first encrypting it with a password,
then you can give the image and password to other people who you want to read the message.

The image will be resized to fit this interface, but the message will be hidden inside the image at its
original size, that you will give to other people.
-1- Use of BMP or PNG images is b ed -1-
-1- Check if you can extract the ore sending it along with the image -!-

| Specify the text to hide inside this image {30,000 characters maximum}:
DO NOT TRANSLATE OR LOCALIZE, - \

%% The following software may be included in this product: €S CodeViewer v1.0; L4 >
Use of any of this software is governed by the terms of the license below:
Copyright 1999 by CoolServlets.com.

to encrypt this text is (select an existing key):

2. Click here to select an existing key

4, Save info to a file. ..

5) selectati o cheie de criptare cu care textul va fi criptat:

Apasati butonul "2. Click here to select an existing key" ("Click aici pentru a selecta o cheie
existentd deja").

Dacé incd nu este cunoscuti nicio cheie DES sau 3DES va fi afisat un mesaj de atentionare prin care

vi se va spune cd puteti crea si incéarca astfel de chei pe pagina "Keys" ("Chei"); altfel, dacd dupé ce apdsati
acest buton veti putea selecta una din meniul ce se deschide:

-1- Check if you can extract the text, before sending it along with the image -!-

Specify the text to hide inside this image (30,000 characters maxil
DO NOT TRANSLATE OR LOCALIZE.

%% The following software may be included in this product: CS¢
Use of any of this software is governed by the terms of the licens

Use the DES key Man existing key):

Use the 3DES key

—
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6) dupi ce selectati o cheie din acel meniu va fi activat butonul "3. Click here to: - encrypt the
message; - hide the message" ("'3. Click aici pentru a: - cripta mesajul; - ascunde mesajul").

Va fi afigat un mesaj ce spune ca dupa ce criptarea reuseste vi se va solicita denumirea figierului-
imagine ce va contine acel mesaj si cd dacd vreti sa trimiteti mesajul cuiva trebuie sa i trimiteti atat fisierul-
imagine pe care il veti salva imediat, cat si cheia de criptare a mesajului dinauntrul imaginii:

Steganoraphy =

After the encryption succeeds you will be prompted to save the image
Vll which contains the encrypted message.

If you want to convey the message to someone else, you must give
them BOTH the image that you will save and the key which was used to
encrypt the message.

If either one of these two will not reach the destination, the other one
will be useless.

If you want to save the key to a file or to the Clipboard, click Cancel and
then use the "Keys" page.

[ OK ] E Cancel ;

Apdsati butonul "OK" pentru a salva informatia criptografica referitoare la mesajul din imagine.

7) In dialogul ce va apirea vi se va solicita denumirea fisierului-imagine ce va contine textul criptat:

-

“Save As

OC";.« v|‘1HS€orch Lo

‘ Organize v Views ~ [ New Folder

Name Date modified Size

317...
12.
321..

Favorite Links

Documents

m

Recent Places
Desktop
(M Computer

x

| Wil

Recently Changed
Pictures

Music

Searches

Public

e

‘ 2013-0ct-1915... 16 '~
Faolders 1 [ ’

FIENE] CHllimagine cutextcriptatsiascuns } v

Save as type: ork ) ) VI

“« Hide Folders [ Save ] [ Cancel ]
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8) Dupa ce salvati imaginea ce contine textul criptat va fi afisat un mesaj ce vd recomanda sa salvati
informatia criptografica, fard de care textul nu va putea fi recuperat din imagine:

o =

Key =

Now you will be prompted to save the key used to encrypt the text that
was being hidden inside the image.

You WILL NEED this key when you or someone else will want to extract
the ENCRYPTED text from the image and DECRYPT it.

9) Apiasati butonul "OK". In dialogul urmitor vi se va solicita denumirea fisierului in care va fi
salvata informatia criptografica referitoare la txetul criptat si ascuns 1n imaginea pe care afi salvat-o in pasul
anterior:

= —

' Save steganography information

(I =k « l

Organize v

v | ‘f ' | Search

22 Views v JB New Folder

Date modified Size

Name

vorite Links

¢| Documents
72| Recent Places
Desktop

Computer

m

Recently Changed

Pictures ’
Music
Searches

, Public

2014-Oct-1811... 1
[ b

" 3plr_enc

ted_cryptoinfo

Faolders

imagine_cutextascuns_infocriptare )
.

Save as type: | X

4 Hide Folders [

Save ] [ Cancel ]
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10) Un mesaj va va anunta cd informatia criptograficd necesard pentru a recupera textul criptat si
ascuns in imagine a fost salvatd in figierul specificat §i ca va trebui si trimiteti acest figier si imaginea
persoanelor care vreti sa citeascd acel text:

| Cryptor - i

"’.' The steganography information has been saved to the file:

E:\test\imagine_cutextascuns_infocriptarexml

You can give it to the people who have to read the hidden message.

8.2. Recuperarea unui text ascuns intr-o imagine si decriptarea sa

1) selectati sub-pagina "Steganography: Recover a message" ("Steganografie: Recuperarea unui
mesaj")

2) apasati butonul "1. Click here to select the image that holds the message" ("Click aici pentru a
selecta imaginea ce contine mesajul")

“open 5|
N
OU_l"« '|‘j’|$eorch o
‘ Organize v :== Views ~ I New Folder
Eaimia s Name Date modified Size *
| Documents 127
= Recent Places 21 3
Bl Desktop
(M Computer
{4y Recently Changed 3
E Pictures
Q’ Music
B Searches
I
Public )
|| busola_ene 2013-0Oct-1915...
s busola_ene_steg 2014-Sep-2913...
| busola_ese 2013-Oct-1915... —
Folders A - E 10 J ’
File name: v [Portable Network Graphics (F v]
[ Open ] [ Cancel ]
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Reg. Comertului:

3) imaginea, la dimensiuni adaptate acestei pagini, va fi afisatd in stanga paginii.

4) Incdrcati informatia criptografica referitoare la aceastd imagine si la textul criptat si ascuns
induntrul sau: apasati butonul "2'. Load info from a file..." ("2'. Incércati informatie dintr-un figier..."). In

dialogul ce va aparea alegeti fisierul in care stiti cd se afla acea informatie:

Load steganography information
‘ w)U“l‘.“ V|‘1H5c‘orch
‘ Organize v :== Views ~ I New Folder
R e J Name Date modified Size
E; Documents
= Recent Places
Bl Desktop
(M Computer
%y Recently Changed
ﬁ Pictures
B Music :
2 3plr_encrypted_cryptoinfo 2014-Oct-18 11:16 1§
@ Searches ?
' (= file_datades 2014-Sep-1913:49 1
Public = file_datataes 2014-Sep-1913:30 1
|2 file_datatdes 2014-Sep-1911:41 1
= file_datatdestdes 2014-Sep-1913:28 1
| imagine_cutextascuns_infocriptares 2014-0Oct-18 13:24 1
Folders A - (Fe 1 | »
File naey TEnTEENE oCiptars | XML files [*.xmi) v
[ Open ] [ Cancel ]

m

!!! Textul va putea fi decriptat NUMALI cu informatia criptografica
salvata in cursul procedurii de criptare si ascundere a sa in imagine.

Orice pereche necorespunzitoare imagine + informatie criptografica
nu va putea descifra textul criptat si ascuns.

Asa ca trebuie sa acordati atentie maxima
TUTUROR procedurilor de steganografiere !!!

5) dupa ce alegeti fisierul in care se afld informatia pentru recuperarea si decriptarea textului ascuns
in imagine apasati butonul "Open" sau similar al dialogului anterior. Veti vedea cum pe aceastd sub-pagina

va fi afisata cheia de criptare sau "parola" cu care a fost criptat textul din imagine:

\The password ko decrypt the hidden text is {select or load an existing key):

4HeivIDh4Liquofh4ICyulsh
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6) pentru a decripta si citi textul ascuns in imagine apasati butonul "3. Click here to: - decrypt the
message; - show the message" ("'3. Click aici pentru a: - decripta mesajul; - afisa mesajul").

Daca decriptarea reuseste, textul ascuns in imagine va fi afisat in forma sa decriptatd, in caseta de
editare din dreapta acestei sub-pagini:

SINAPSA Cryptor

s )
% D E%LE

ENCRYPT FILE

UNIQUE
STEGANOGRAPHY ’ ‘ TS ’ ‘ KEY PAIRS ’

ENCRYPT TEXT DECRYPT TEXT HASH TEXT

=] File decryption | = Text encryption | = Text decryption { Sign | verify file | (&Y Sign / verify text || gal steganograph: =1 Hash a file 78 9
ganography

\ Steganography: Hide a message | Steganography: Recover a message \

Here you can recover a message from within an image, by decrypting it with a password that you have received from the sender of the message.
‘You need the password that the sender has supposedly given to you.

The image will be resized to fit this interface, but the message is being hidden inside the image at its
original size.
To recover the message, you or someone else will need the password (key) that was used to encrypt
it and load it into this program.

The text that was hidden inside this image is:
DO NOT TRANSLATE OR LOCALIZE, -
%% The following software may be included in this product: €S CodeViewer v1.0; L.

Use of any of this software is governed by the terms of the license below:
Copyright 1999 by CoolServlets.com.

The password to decrypt the hidden text is {select or load an existing key):

4HeivIDh4Liquofh4ICyul3h

2', Load info from a file. ..
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9. PAGINA "Hash a file" (""Calcularea hash-ului unui fisier")

Pe aceastd pagina poate fi calculata functia hash a unui fisier, adica reprezentarea Intr-o secventd de
caractere a informatiei din acel fisier.

Aceasta procedura, similar cu cea care determind "semnaturile" unui fisier poate fi folositd pentru
verificarea autenticitdtii unui fisier.

SINAPSA Cryptor
@ =
ENCRYPT FILE HASH FILE @
l I I UNIQUE
HASH TEXT ‘ STEGANOGRAPHY ’ ‘ IDENTIFIERS ’ ‘ KEY PAIRS ’
4 >
The name of the file whose hash is to be computed:
C:\Program Files}Javaljre6\ THIRDPARTYLICENSEREADME . txt
The hash of the file, as text:
SOHLGI4Qo2E gy 1RGs6acSNEWEDEFsheblb/x8DbmcAGY 17 Tv0S7bSHNGECCEIZONBPkeoobljmt&zb3K+mcYg== -

The hash of the file, as a series of byte values: Remove the commas (,) ]

228,225,203,24,142,16,163,97,63,131,45,81,26,206,154,113,35,68,88,77,4,126,200,94,110,86,255,199,192,219,153,192,6,87,94,211,191,68,187  »
,109,33,231,27,199,2,18,94,206,52,19,228,122,138,27,34,57,173,3,54,247,43,233,156,98

‘You may want t the hash info to a file, For lat C Copy hash to Clipboard... ] [ Save hash info to afile...

In exemplul din imaginea precedenti se vede cum a fost calculat hash-ul unui fisier a cirui denumire
este afisatd sub eticheta "The name of the file whose hash is to be computed:" ("Fisierul al cérui hash va fi
calculat:").

Ca 1n cazul celorlaltor operatiuni criptografice, pentru ca o persoana sa poata verifica autenticitatea
fisierului trebuie ca dupa calcularea hash-ului informatia criptografica rezultata sa fie salvatd; apoi, cei care
vor verifica fisierul vor putea calcula la randu-le hash-ul sdu si vor compara cele doud secvente.
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Pentru a calcula Aash-ul unui fisier:
- selectati figierul al carui hash va fi calculat prin apdsarea butonului mentionat anterior. In dialogul
care va aparea alegeti figierul:

Open o
———

{ &) *l | <« Program Files » Java » jreb » v | +4 ‘ | Search L
‘ Organize v 52 Views . New Folder

A Name E Size Date modified Ty|

. bin 2012-Jan-1219:... File
Ei Documents 3 ;
= R o L ib 2012-Jan-1219:... File
el || COPYRIGHT 4KB 2011-Oct-0303.. File
Bl Desktop || LICENSE 1KB 2011-Oct-0303.. File
/& Computer . LICENSE 1KB 2011-Oct-0303.. Te
(% Recently Changed |_|PATCH.ERR 1KB 2012-Jan-1219:.. ERI
B Pictures | README 1KB 2011-Oct-0303.. Te
m Music . THIRDPARTYLICENSEREADME 183 KB 2011-Oct-0303.. Te
aWelcome 1KB 2011-Oct-0303.. HT
Y- Searches
, Public
= \
Folders 1 ' )
MTHIRDPARTYLICENSEREADME v [All files [%.) VI
[ Open IV] [ Cancel ]

Dupé ce apasati butonul "Open" al acestui dialog hash-ul va fi calculat automat si va fi afisat pe
pagind, dupa cum se vede 1n prima imagine a acestui punct.

Pe aceasta pagind puteti intreprinde diverse actiuni asupra hash-ului, anume:

- copierea in Clipboard a uneia dintre cele doud forme ale sale (textul ca secventd de caractere si
secventa de numere/valori ale octetilor-bytes): apasati butonul "Copy hash to Clipboard" si selectati intrarea
de meniu preferata:

[ Copy hash to Clipboard... J L Save hash info to afile... ]

| ... the hash as the text being displayed here

= ... the hash as the series of numeric values (bytes)

- indepartarea virgulelor din secventa de numere: apasati butonul "Remove the commas (,)"
("Stergerea virgulelor")

- salvarea hash-ului Intr-un fisier dedicat; cei care vor verifica fisierul al carui hash a fost calculat
aici vor putea calcula la randu-le Aash-ul sau si vor compara cele doud secvente: apasati butonul "Save hash
info to a file...".
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10. PAGINA "Hash a text" (" Calcularea hash-ului unui text")

Pe aceasta pagind poate fi calculatd functia hash a unui text, adicd reprezentarea intr-o secventa de
caractere a acelui text.

Aceasta procedura este similara celei de calculare a hash-ului unui fisier, prezentata anterior.

Spre deosebire de aceea, insd, hash-ul textului va fi calculat in acord cu o parola pe care trebuie sd o
scrieti in caseta de editare respectiva (vezi imaginea de mai jos); dacd nu specificati nicio parola, hash-ul va
fi calculat in acord cu textul nul (adica niciun text).

SINAPSA Cryptor

=

ENCRYPT FILE

UNIQUE
STEGANOGRAPHY KEY PAIRS
ENCRYPT TEXT DECRYPT TEXT HASH TEXT ‘ ’ ‘ IDENTIFIERS ’ ‘ ’
a Steganography I d Hash a file | d Hashatext % E-mail I @ Password generator | g Identifiers ] Key pairs I Info l 77 O
Compute the F the @o EE Gl ial parola pentru hash-ul textului
Acesta este textul al carui hash va fi calculat aici. -
Hash-ul este afisat in cele doua casete de editare de dedesubtul acesteia:
- atat ca un text format dintr-o secventa de caractere
- cat si ca o secventa de numere
The hash of this text:
WTS/QQ0Wba4kIpI7aimEwcWebCHQAYMIWIBgTMEEtc4FH+Lx7HetpAYWYBOdbXeNSEX3yvhxgNSZU/E2UUZr Wy A== -
The hash of the text, as a series of byte values: Copy hash to Clipboard. .. ] [ Remove the commas (,) ]
89,62,127,65,13,22,109,174,36,34,146,123,106,41,132,193,197, 186, 108,33,208, 3,41, 189,91,208,96,76,193,58,181,206,31,31,226,241,236,119,1
73,164,5,86,96,19,157,109,119,141,230,213,247,202,28,96,55,150,84,252,77,148,51,154,214,188
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11. PAGINA "E-mail" (""Posta electronica')

Pe aceastd pagina puteti cripta textul unui mesaj e-mail, astfel incat numai cei care detin cheia de
criptare sa il poata citi.

SINAPSA Cryptor
- & About ‘ ®  Hat
Lo 5 o]
ENCRYPT FILE DECRYPT FILE HASH FILE @

UNIQUE
HASH TEXT i DIECANDERARI \ { IDENTIFIERS ’ ‘ KEXESIRGS ’
ga steganography I (] Hash afile I (5] Hash a text | 2 E-mail G Password generator | (£] identifiers | Key pairs I Info | =

Encrypt Encrypt Encrypt Encrypt
message message message message
by DES by 3DES by DES + 3DES

The message that is to be encrypted {write or "Paste” it here):

Acesta este textul mesajului e-mail wZfFi 66 B+ CigM - ALUARWriky] L7ZgR1

pe care il voi cripta si apoi trimite destinatarilor, { f \ FHddo+
qrRxeK

Textul va putea fi citit numai de cei care detin cheia cu care a fost criptat,

ceea ce inseamna ca

daca mesajul va fi interceptat

nu va putea fi decriptat decat dupa un timp lung.

In acest fel pot trimite si primi mesaje e-mail
in care se afla informatii importante sifsau confidentiale,

Send to: destinatar@serveremail.com

The safest way is first to Copy to Clipboard the encry

Pentru a folosi metodele de criptare prin DES, 3DES sau DES+3DES este nevoie respectiv de o
cheie DES, sau de una 3DES, sau de ambele. In cazul in care vreti si folositi astfel de chei trebuie ca intai fie
sd le creati pe pagina "Keys", fie sd le incarcati din figiere in care au fost salvate anterior; butoanele
corespunzatoare acestor metode vor fi active numai daca astfel de chei sunt cunoscute.

Pentru a folosi metoda de criptare prin AES, apasati butonul "Encrypt message by AES" ("Criptarea
mesajului prin AES"); acest buton este activ permanent.

Aceasta procedura este similarad celei de criptare a unui text oarecare, disponibila pe pagina "Text
encryption"; insd, pentru a tine socoteala celor efectuate este bine sd faceti operatiunile dedicate mesajelor e-
mail pe aceastd pagina.

In imaginea de mai sus se vede cum textul unui mesaj e-mail a fost criptat (prin metoda 3DES); in
stdnga este textul original, iar in dreapta forma sa criptata, pe care o puteti trimite destinatarilor impreuna cu

cheia necesara decriptarii sale.

Adresele e-mail ale destinatarilor pot fi scrise in caseta de editare din stdnga-jos pe aceasta pagina.
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Butonul "Send" ("Trimitere") din dreapta-jos va fi activ numai daca urmatoarele trei conditii sunt
indeplinite:

- daca textul criptat este afisat;

- daca exista adrese oarecare ale destinatarilor;

- dacd textul criptat a fost copiat in Clipboard.

Inainte de a putea trimite mesajul cu textul criptat, acesta trebuie copiat in Clipboard din motive ce
tin de securitatea sistemului de operare. Odatd deschis programul implicit folosit pentru trimiterea mesajelor
e-mail, acel text va putea fi preluat din Clipboard cu metoda "Paste" (combinatia de taste Ctrl + V).

You HAYE TO save the cryptographic information and pass it to those who you want ko DECRYPT the messac

[ Click here for options on the encrypted message ] [/K Send

Lhen Paste into the program with which you will send it; use the buttons above.,

Pentru a deschide programul respectiv apasati butonul "Send"; daca sistemul de operare va intelege
comanda acel program va fi deschis si veti putea trimite mesajul:

e =

| New Message = [ Eo )

File Edit View Inset Format Tools Message Help

From: [ v] =]
To: ’destinatar@serveremail.com <destinatar@serveremail.com>;
@3 Ca I
Subject: |
By | Bt Urds | =m0 | B S22yl

pyZ{Fil SoSal6BTUtSSNDBOv+CigMEL pwilehTNnd6UAnwrik iBGF1L 7ZgR 1 ySmeyAye 1 gv7IMAQQWdpil0/20C:

Daca lungimea textului criptat nu depdseste o anumiti valoare, acesta va fi plasat automat in caseta
de editare a programului implicit de e-mail destinata textului mesajului; insd cel mai sigur este sa folositi
metoda "Paste" pentru a plasa manual textul in program, indiferent de lungimea textului.

Un mesaj criptat primit prin e-mail poate fi decriptat ca orice text, pe pagina "Text decryption".
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12. PAGINA "Password generator' (""Creator de parole')

Pe aceastd pagind puteti genera parole ce se supun anumitor criterii, de exemplu un numar de litere
majuscule si cateva numere.

In versiunile 2.x ale CRYPTOR-ului sunt disponibile doui modele de parole, anume alcituite din:
- 10 caractere, dintre care 2 numere si 4 majuscule;
- 20 caractere, dintre care 6 numere si cel putin 6 majuscule.

SINAPSA Cryptor

ﬂ
—

DECRYPT FILE

—
—

ENCRYPT FILE

ﬁ
—

DECRYPT TEXT HASH TEXT

UNIQUE

ENCRYPT TEXT IDENTIFIERS

QD Sign | Verify text I a Steganography I d Hash a file I d Hash a text | 22 E-mail I @ Password generator ﬂ Identifiers | Key pair| , |,

STEGANOGRAPHY ’ ‘ ’ ‘ KEY PAIRS ’

Here you can create passwords based on certain rules, such as several capital letters and a few numbers.

Generate password: Generate password:
10 characters, 20 characters,
4 CAPITAL LETTERS, >=6 CAPITAL LETTERS,
2 numb3rs 6 numb3rs

Password (you can modify/replace it here before using it):

n7zg06¥DOMIWzMDjB6kG

Copy this password to Clipboard

In imaginea precedenti se vede cum a fost creat si afisatd o parold formati din 20 caractere.
O parola creatd aici poate fi copiatd in Clipboard, prin apasarea butonului "Copy this password to
Clipboard".
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13. PAGINA "lIdentifiers" ("'Identificatori')

Pe aceasta pagind puteti genera identificatori unici ("GUID") formati din 32 caractere.

Acest model este foarte puternic, asigurand unicitatea obiectului asociat identificatorului prin
complexitatea acestuia; de exemplu, in anul 2014 era folosit pe scard larga in identificarea inregistrarilor din
baze de date relationale complexe.

SINAPSA Cryptor

- =

ENCRYPT FILE DECRYPT FILE

Exat

UNIQUE
IDENTIFIERS

‘ STEGANOGRAPHY ’ ‘ ’ ‘ KEY PAIRS ’

HASH TEXT

ENCRYPT TEXT DECRYPT TEXT

@ Sign | Verify text | a Steganography | d Hash a file | d Hash a text | 2 E-mail | @ Password generator | lé’] Identifiers  Key pair[ , |,

|Here you can create a so-called unique identifier (or, "GUID") that is presumably unique all over the world; such IDs are used, for instance, in database
systems.

It consists of 32 characters grouped like this: & in the first group, 4 in the second to fourth groups and 12 characters in the fifth and last group. The groups are
separated by the minus (-) sign.

Generate GUID

c2c85230-5bbc-4636-b435-9461c76dc1bf

GUID:

Copy this GUID to Clipboard

In imaginea precedenti se vede cum a fost creat si afisat un identificator unic.
Un identificator creat aici poate fi copiat in Clipboard, prin apésarea butonului "Copy this GUID to
Clipboard".
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14. PAGINA "Key pairs" (""Perechi de chei')

Pe aceastd pagind puteti genera serii de perechi text criptat + cheie de criptare pe care le puteti folosi
dupa cum doriti dupa ce le salvati intr-un fisier.

SINAPSA Cryptor

-

ENCRYPT FILE

/\

DECRYPT FILE HASH FILE

=

ENCRYPT TEXT DECRYPT TEXT HASH TEXT

a Steganography ] d Hash a file l d Hash a text | 2 E-mail I @ Password generator | |==’] Identifiers | Key pairs  Info 7 [

UNIQUE
IDENTIFIERS

‘ STEGANOGRAPHY ’ ‘ ’ ‘ KEY PAIRS ’

Text ko encrypt:  Acesta este textul ce va fi criptat

{ Generate pairs of (encrypted text | key for decryption) I How many pairs? : 10 £

Encrypted text Key for decryption

Click here to save OllcxMV-+LZg6E+BjtGrxuTFFedfYOIHBEhR+4YaN3kCeCXLu. ..  bOgE4QE3g+EZiU1sUQg+...

the wl;?le listtoa | | awx35GgddkMerdLsDHrOELU12vIiP2PiG3dCtdiTREYSZIFLY. ..  4U2shrLgDZOW40GIKIMAG. .,
e, ..

SdpYHYDkGSROWQSLQa+8jmg2zLLOrWaM73tRERXEpCIMM)...  OkKy4HSTsOAEpa7gRLet...
9x3mMI6aXA0NCEruPKPgNXI1QKFCEErjpkhKmsAr4kbFcFblK. .. iOHgolaOhuHgspivheHghK. ..
WimvSYFDmlafnawokngUdwPFR7ZQFITeWuUtHyHIOMCWGLI...  iOFpolbhdLKYsoXhLoewd..,
nfQczif3mS6ZBFERNGPSYSmMyzjzOVKWIYWAF+LpZn6E3+TX... cxHhX7ZiGDmYqQDK/gMIDgH. ..
bn8czkgtqQkZHE0EGSFKkHUSpQvPRWSaSHTqdBT3IImAGS)3...  4WmniLTgcouy4OGdiolUxX...
vDEGDzHAUbrSITShptBalxZ1ZFxeFBbnIQMM4IXZIcSnrnB6...  iuHgnL614EeQtHIbGNTgP. ..
Klv¥SzemeoHgvpXr1Kolmy1awnbc3DjyygzUjd1+1CGeafX3z... iuHgnLE1PItXdYxXh41CzsDZ3
yGUofQoeQxgUwdhxb3ZZCeAgeqmiowqlt90WkaxHjYLENZ... t+DhsgKKak2040GYhYcO. ..

Toate intrérile din lista afisata pot fi salvate intr-un fisier prin apasarea butonului "Click here to save
the whole list to a file..." ("Click aici pentru a salva intreaga list & intr-un fisier...".

Fisierul respectiv va contine perechile din lista in forma:

<

pair

encryptedtext="0l1cxMV+LZg6E+BjtGrxuT{Fe9/Y OiHB6hR+4VaN3kCeCXLuTvUx5Sw=="
key="b0qE4Q63g+EZiU1sUQq+4D+A"

customer_name=""

customer date=""

customer_softwarename=""

/>

Aceastd forma este adaptatd pentru cazul in care dorifi sd trimiteti mai multor clienti texte si parole
criptate pe care numai Dumneavoastra sa le puteti decripta, pentru identificarea fiecaruia.
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