Mascarea identitdatii pe Internet

Browserul TOR

Setari importante pentru browserul TOR

Adaugarea de adrese la Bookmarks; salvarea si restaurarea unor adrese

Precautii elementare de luat pentru mdrirea sigurantei navigdrii pe DarkNet

Sistemul de operare TAILS
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Browserul TOR

Uneori stim sau banuim cd adresa computerului/dispozitivului cu care navigim pe Internet va fi
inregistrata pe site-uri cétre care intentionadm sd navigdm cu browserul sau pe drumul pana la acelea.

Asadar, vrem sd ascundem, sa mascam identitatea pe Internet:
- adresa IP (Internet Protocol) a dispozitivului — din care pot fi aflate:
o tara si/sau locul (posibil pana la nivel de clddire) a locului de unde accesam site-urile
o furnizorul de servicii pentru accesul la Internet

Aceasta se face prin salturi intre asa-zise noduri din reteaua de anonimizare:
- numai primul nod va primi adresa IP reald
- in fiecare nod va fi schimbata adresa IP primita de la nodul precedent
- la destinatie (site-ul vizitat) va fi observatd adresa generata in ultimul nod de pe traseu

Astfel, putem naviga pe Internet din tara X care pe traseul pana la site va fi schimbata la tara Y, tara Z,
tara W samd. pana ce site-ul va considera ca este vizitat din tara H.

Adresa IP reald, cea cunoscutd in sistemul de operare, nu va fi schimbatd.
Numai va aparea drept alta in fiecare nod incepdnd de la al doilea de pe traseu.

O metoda folosita pe scara largd datoritd simplitatii este navigarea pe Internet cu browserul TOR care
deriva din browserul Firefox cu care este foarte aseméanator.

Pachetul de instalare poate fi preluat/descarcat gratis de pe site-ul:

https://www.torproject.org/

sau

http://www.torproject.org/
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http://www.torproject.org/

In luna iulie, 2023 pagina de intAmpinare pe acest site arita astfel:
In dreapta-sus si n centrul paginii se observa comanda/link-ul "Download Tor Browser"

About Support Community Blog Donate English (en) ~ Download Tor Browser W

Browse Privately.

Explore Freely.

Defend yourself against tracking and surveillance. Circumvent censorship.

I Download Tor Browser ¥

BLOCK TRACKERS

Tor Browser isolates each website you visit so third-party trackers and ads
can't follow you. Any cookies automatically clear when you're done
browsing. So will your browsing history.

Ce 2023.08, ©OSINAPSA Infocomplex®™ - http://sinapsaro.ro / Victor Emanuel Stefinescu
pagina 3 din 51



Pentru a prelua/descérca pachete de instalare a browserului TOR pentru diverse sisteme de operare:

Click pe unul din acele linkuri:

About Support Community Blog Donate

English (en) ~ | Download Tor Browser ¥

Download Tor Browser

Protect yourself against tracking, surveillance, and censorship.

14}

Download for Windows Download for macOS Download for Linux

Signature @ Signature @ Signature @

Download for another platform Download the latest alpha build

Read the latest release announcements

lﬁl

Download for Android

Download Tor

In exemplul acesta, descdrcim pachetul de instalare pentru sistemul de operare Windows:

Click pe linkul "Download for Windows"

- -

File name: orbrowser-install-win64-12.5.1_AL

Save as type:{ exe File )

Co= D o
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In imaginea urmitoare se vede zona din browserul Firefox cu care descircim pachetul respectiv:
La acele informatii —
care prezinta progresia transferului de la site-ul torproject.org cétre computerul local —
se ajunge
- fie cu click pe pictograma din imagine
- fie din meniul "Tools->Downloads" al Firefox
- fie cu tastele Ctrl si J apdsate simultan

X @& TorProject | Success X |+

torbrowser-install-win64-12.5.1_ALL.exe

N

s x|
3m 32 left — 9.3 oG1.6 MBI398 KB/seq)

)

Odatd descarcat acest pachet, ca fisier executabil cu extensia .exe,
purcedem la instalarea browserului, lansand acel executabil:

- fie dublu-click pe acel figier
- fie click-dreapta pe el si apoi alegerea comenzii "Open" sau similar, cu acelasi inteles

Installer Language X
& Please select a language.
[Engish v
[ [ o
& Tor Browser Setup - X
Choose Install Location
Choose the folder in which to install Tor Browser. é

Setup will install Tor Browser in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

| D:\z_test\Tor Browser /

| Browse...

Space required: 251.1 MB
Space available: 80.4 GB

el )| concel
—
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Dupa instalare, pornim browserul TOR:

Este probabil sa fie initiatd automat conectarea la reteaua de noduri.

Daca nu se intampla astfel, atunci apasam butonul "Connect", ca in imagine.

Apoi asteptam péana cand
- conectarea la reteaua de anonomizare este realizata cu succes

sau

- un mesaj de eroare anunta esecul Incercarii de conectare

Connect to Tor

¥ @

File Edit View History Bookmarks Tools Help

x|+

@ Tor Browser Search with DuckDuckGoOnion or enter address

Connect to Tor

Tor Browser routes your traffic over the Tor Network, run by thousands of volunteers around the world.

Always connect automatically

Configure Connection... ‘

= a X

@ Not connected

w O C & =
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Putem anula procedura de conectare apasand butonul "Cancel":

File Edit View History Bookmarks Tools Help L (] X
Establishing a2 Connection X =} [N Connecting...
o @ @ Tor Browser Search with DuckDuckGoOnion or enter address bl O C e =

Establishing a Connection

Tor Browser routes your traffic over the Tor Network, run by thousands of volunteers around the world.

View logs...

Cancel
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Conectarea la reteaua de anonimizare este anuntatd de pagina de pornire a browserului TOR:

File Edit View History Bookmarks Tools Help = (] X
About Tor X 5
9. @ @ Tor Browser Search with DuckDuckGoOnion or enter address ks O C 0 =

Tor Browser

D New to Tor Browser?
Let's get started. View Changelog

Explore. Privately.

because of donations from people like you. Donate Now »
eck our]Tor Browser Manual

B Get the latest news from Tor straight to your inbox. Sign up for Tor News. »

The Tor Project is a US 501(c)3) non-profit organization advancing human rights and freedoms by creating and deploying free and open source anonymity
and privacy technologies, supporting their unrestricted availability and use, and furthering their scientific and popular understanding. Get Involved »
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Pentru a ne asigura ca folosim cea mai recentd versiune, verificim din meniul "Help":

File Edit View History Bookmarks Iools

Tor Browser Manual

About Tor X -+
About Tor Browser
o ®) Tor Browser ——eorre verire s scremssen il
About Tor Browser X

Extended Support Release

" Checking for updates...

@D based on Mozilla Firefox 102.13.0esr) (64-bit)
Jor Browser Help  Submit Feedback

Tor Browser is developed by the Tor Project, a nonprofit working to defend
your privacy and freedom online.

Want to help? Donate or get involved!

Questions? Help the Tor Network Grow! Licensing Information
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Sa aflam ce adresd IP ne-a fost atribuita:
Cu browserul TOR,
deci fiind deja "anonimi" deoarece ne-am conectat la reteaua de anonimizare,

accesam site-ul:

https://centralops.net/co/

unde putem afla informatii detaliate despre "noi Insine ca adresa IP/identitate pe Internet"”

E En tl' a’ Ups -nE t Advanced online Internet utilities a service of s HEXHlION

Utilities

A
Utilities
Email Dossier Free DRSO ue
P 1 log in | account info
- online
Ping
- network tools
NsLookup
AutoWhois
AnalyzePath
Tools How this site works
Domain The tools at CentralOps.net are free for everyday,
Dossier interactive use—no login required. Simply pick a tool

on the left and use it.

As an anonymous user, you get 50 free service units
every 24 hours. Whenever you use one of the tools, its
cost in service units is deducted from your balance. If
your balance runs out, you will get more free units at the
end of the 24-hour period. The free units are more than
enough for 99% of our users, but if you want extended
or automated use of our tools, paid accounts are
available.

Investigate domains and IP addresses. Get registrant information,
DNS records, and more—all in one report.

enter a domain or IP address _

\ | (90

or learn about yourself

Domain Check
See if a domain is available for registration.

In imaginea precedentd observam ca adresa [P este alta decat cea reala.
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https://centralops.net/co/

Pentru a afla cine anume suntem considerati:
- de catre acest site
- side altfel de catre orice site vizitat In aceasta sesiune de lucru cu browserul TOR:

Apasam pe linkul "Domain Dossier"
dupa care sunt afisate acele informatii detaliate despre "noi de la aceasta adresa [P":

Eentral Dps -nEt Advanced online Internet utilities a service of =HEXTIION

Utilities

utiliti H H
»l e Domain Dossier vestigate domains and IP addresses

Qomain Dossier)
Domain Check domain or IP address | \
Email Dossier

Sionres Ve [CJ domain whois record [C] DNS records [ traceroute

Ping [] network whois record  [] service scan go J
Traceroute

stoo s ;g
Nt’LOLkUp_ user: anonymous{185.112.146.168) < Click aici
AutoWhois

balance: 50 units ) S )
AnalyzePath log in | account info ‘MJEU‘![;BM

About Domain Dossier

The Domain Dossier tool generates reports from public records about domain names
and IP addresses to help solve problems, investigate cybercrime, or just better
understand how things are set up. These reports may show you:

Owner’s contact information

Registrar and registry information

The company that is hosting a Web site
Where an IP address is geographically located
What type of server is at the address

The upstream networks of a site

and much more

Domain Dossier normally gets records from their original sources at the time you
request them, but it does keep copies in memory for up to 24 hours. Thus, if someone
has already requested a particular Dossier, the records shown could be up to a day v
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Click pe adresa IP din imaginea precedenta. Vor fi afisate informatii detaliate despre adresa IP:

E en tr a’ aps -ne t Advanced online Internet utilities a service of sHEXHIoON

Utilities

Utilities
= Domain Whois record

Domain Dossier ) )

Domain Check Querledw|th "1984.is"...

Email Dossier

Browser Miror

domain: 1984.is
registrant: EH3071-1IS
Ping admin-c: EH59-IS
Traceroute tech-c: EH59-15
NsLookup zone-c: EHS59-15
billing-c: EH59-I5
nserver:
nserver:
nserver:
nserver:
dnssec:
created:
expires:
source:

AutoWhois
AnalyzePath

role:
nic-hdl:
address:
address:
phone:
e-mail:
created:
source:

role:
nic-hdl:
address:
address:
phone:
e-mail:
created:
source:

< >

Observam ca adresa IP indicd un domeniu de adrese din Islanda - tard unde este posibil sa nu ne aflam, in
realitate.

@ 2023.08, ©SINAPSA Infocomplex®™ - http://sinapsaro.ro / Victor Emanuel Stefanescu
pagina 12 din 51



Fiecare site vizitat cu browserul TOR in aceasta sesiune (adica, pana il inchidem)
va considera ca avem aceasta adresa IP —
cea atribuitd automat de trecerea prin nodurile retelei de anonimizare.

Pentru a intelege aceasta, iatd diferenta dintre adresele IP Inregistrate pe acelasi site vizitat cu browserul
Firefox si cu browserul TOR:

accesare cu Firefox: adresa realda, nemodificata prin refeaua de anonimizare:

rqip="78. 15" rqpt="WinNT" rqbw="Firefox115"

- accesare cu TOR: adresa falsa:

rqip="89. 33" rqpt="WinNT" rqbw="Firefox102"

Se observda cum browserul TOR este identificat drept o versiune a browserului Firefox, inferoara celei
curente a aceluia.

De obicei, la un moment dat versiunea Firefox dupd care a fost proiectatd cea curentd a TOR este mai
mica decat cea mai recenta a Firefox — fiindcd TOR este dezvoltat dupa Firefox.

Totusi, putem schimba circuitul/traseul pe care ajungem la un site:

Click pe pictograma din stinga adresei site-ului prezentat in aceastd pagina:

HZ] Free online network tools - trac X+

s:/ @ B https://centralops.net/co
Circuit for centralops.net
I @ s senvice or :HEXHINION

Tor Circuit Utilities

This browser A

== Russia (guard]

utilities

-
Domain Dossier Germany

= user: anonymous [£9.147.111.124]
o K H- 20
E;\l‘j’go{‘hp: SIS Iceland e.147.211.12 balance: 50 units
ssie ‘
I cc
Browser Mirror l centralops.net I =Tl

Ping

Traceroute New Tor circuit for this site

NsLookup Your gued modE Ty ot charige How this site works
AutoWhois

AnalyzePath

Domain Dossier The tools at CentralOps.net are free for everyday,
interactive use—no login required. Simply pick a tool
Investigate domains and IP addresses. Get on the left and use it.
registrant information, DNS records, and more—all in
one report. As an anonymous user, you get 50 free service units
every 24 hours. Whenever you use one of the tools, its
enter a domain or IP address cost in service units is deducted from your balance. If
1 9 your balance runs out, you will get more free units at the
or learn about yourself end of the 24-hour period. The free units are more than
enough for 99% of our users, but if you want extended
Domain Check or automated use of our tools, paid accounts are
See if a domain is available for registration. available.

Email Dossier
Validate and troubleshoot email addresses.

Browser Mirror

See what your browser reveals about you.
Ping

See if a host is reachable.

Traceroute
Trace the network path from this server to another.

NsLookup
Look up various domain resource records with this version of the classic NsLookup utility. v
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Este prezentat circuitul pe care s-a mers
- de la acest computer/dispozitiv cu browserul TOR
- pani la site (-ul destinatie)

Circuitul poate fi schimbat astfel:
- click pe "New Tor circuit for this site"

Rezultatul va fi similar celui prezentat in imaginea urmatoare:

E) https://centralops.net/co/
| g
| Circuit for centralops.net

Tor Circuit

This browser

@ Russia (gquard) 45.135.244.157, 2288:b786::1:3ef
#*) Canada 173.33.113.277

M Iceland s9.147.121.124

centralops.net

New Tor circuit for this site

Your guard node may not change
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Mai mult - putem stabili manual tara de unde intrdm in retea si pe cea de unde iesim
catre site-uri pe Internet.

De exemplu, ca in imaginile precedente:

- vrem ca reteaua de anonimizare sd ne preia ca fiind in Rusia

- sica din ultimul nod al retelei de anonimizare sd iesim cu identitate (ca loc) de Islanda
Aceasta se face editind un fisier din directorul/folderul unde am instalat browserul TOR, astfel:
Pornim un program de explorare a continutului computerului,

de exemplu "Windows Explorer"/"My Computer"

Mergem pana in directorul/folderul unde am instalat Tor si mai departe in subdirectoare pand ce gasim
fisierul "torrc" (nu are extensie), ca in imaginea urmatoare:

kH:) > tor_win10 > Browser > TorBrowser > Data > Tor » I

-~

Name Date modified Type Size
keys 2022-Apr-3021:20  File folder
onion-auth 2022-Apr-3021:20  File folder
pt_state 2022-Apr-30 22:08  File folder
[j cached-certs 2023-Jun-2410:19  File 19KB
lj cached-descriptors 2022-May-05 21:...  File 31KB
u cached-descriptors.new 2022-May-05 21:... NEW File D KB
{j cached-microdesc-consensus 2023-Aug-0109:18 File 2,477 KB
‘:] cached-microdescs 2023-Jul-27 23:29  File 17,733 KB
U cached-microdescs.new 2023-Aug-0109:29 NEW File 4,944 KB
[:] control_auth_cookie 2023-Aug-0109:17 File 1 KB
B geoip 2023-Jan-2201:26  File 3,980 KB
] geoipb 2023-Jan-2201:26  File 6,256 KB
| ] lock 2023-Aug-0109:17 File 0 KB
L] state 2023-Aug-01 10:09  File 16 KB
2023-Aug-0109:29 File 1KB
torrc.orig 2000-Jan-01 02:00 1 File 0 KB
| torrc-defaults 2023-Jun-2410:19  File 1 KB
'C] unverified-microdesc-consensus  2022-Apr-3021:22  File 2,380 KB
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Deschidem pentru editare acest fisier.

In imaginea urmaitoare, care ilustreaza procedura din sistemul de operare Windows 10,

aceasta se face astfel:
- click-dreapta pe numele acelui fisier
- se alege comanda "Open with"

o fiindcd acest fisier nu are extensie, este probabil ca sistemul de operare sa nu "stie" cu ce
program se poate deschide/edita in mod implicit acest tip de fisiere (fira extensie)

D lock

- se alege programul "Notepad"

File

2023-Aug-0110:0% File

2023-Aug-0109:17

o deoarece figierul "torrc" contine text neformatat, incat acest program este suficient pentru

a edita acel continut

Name Date modified Type Size
keys 2022-Apr-3021:20  File folder
onion-auth 2022-Apr-30 21:20  File folder
pt_state

[ cached-certs How do you want to open this file?

D cached-descriptors

D cached-descriptors.new
D cached-microdesc-conser
[j cached-microdescs

|j cached-microdescs.new
D control_auth_cookie

L] geoip

|:| geoipb

[ ok

| state

n
_| torrc.orig

|j torrc-defaults

| | unverified-microdesc-con

B E E B E R

Internet Explorer

Microsoft Office Excel

Microsoft Office Picture Manager

Microsoft Office Word

Microsoft Visual Studio 2019

Microsoft Visual Studio Version Selector
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Dupa ce alegem "Notepad" apasam butonul "OK":

Fisierul va fi deschis si 1l putem edita/schimba:

File Edit Format View Help
# This file was generated by Tor; if you edit it, comments will not be preserved
# The old torrc file was renamed to torrc.orig.1, and Tor will ignore it

ClientOnionAuthDir H:\tor_win10\Browser\TorBrowser\Data\Torlonion-auth
DataDirectory H:\tor_win10\Browser\TorBrowser\Data\Tor

EntryNodes {ru}
ExitNodes {is
GeolPFile H:\tor_win10\Browser\TorBrowser\Data\Tor\geoip
GeolPv6File H:\tor_win10\Browser\TorBrowser\Data\Tor\geoip6

Este recomandat sda NU schimbam nimic altceva din acest fisier, decat punctul de pornire si de iesire din
reteaua de anonimizare — anume:

EntryNodes
si
ExitNodes

Acestea sunt proprietatile folosite/solicitate de catre browserul TOR
la intrarea si la iesirea din reteaua de anonimizare.

Se vede cum in acest moment intre acloladele corespunzitoare fiecdrei proprietdti se afld, respectiv,
indicativ ale tarilor unde ne-am afla si de unde am iesi:

EntryNodes {ru}
"ru" indicand Rusia

ExitNodes {is}
"is" indicand Islanda

Aceste doud indicative au fost citite si folosite de catre browser pentru a parcurge circuitul/traseul pana la
site(-urile) vizitat(e) In aceastd sesiune.

Cele doua tari astfel indicate fiind térile pe care le-am vézut adineauri in browserul Tor cand am solicitat
informatii despre circuitul/traseul parcurs de la browser pana la site-ul CentralOps.
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Pentru a ne asuma altd identitate pe internet decat cea marcata de aceste doua tari
- schimbam aceste indicative 1n fisierul "torrc"
- apoi salvam (Ctrl S, in Notepad) fisierul "torrc"
- apoi inchidem si repornim browserul Tor
o unde putem verifica noua identitate, cum s-a prezentat mai sus:
= fie vizitand un site si apoi solicitdnd informatii despre circuitul/traseul pana acolo
cu click pe pictograma din stanga adresei site-ului
» fie vizitand site-ul CentralOps unde sunt oferite informatii detaliate despre
adresa IP cu care iesim din reteaua de anonimizare si deci cea care ne identifica
la un site vizitat in aceastd sesiune de navigare cu browserul TOR

Facem aceasta alegand din indicativele corespunzatoare térilor din lista urmatoare:

ASCENSION ISLAND {ac}
AFGHANISTAN {af}
ALAND {ax}
ALBANIA {al}
ALGERIA {dz}
ANDORRA {ad}
ANGOLA {ao}
ANGUILLA {ai}
ANTARCTICA {aq}
ANTIGUA AND BARBUDA {ag}
ARGENTINA REPUBLIC {ar}
ARMENIA {am}
ARUBA {aw}
AUSTRALIA {au}
AUSTRIA {at}
AZERBAIJAN {az}
BAHAMAS {bs}
BAHRAIN {bh}
BANGLADESH {bd}
BARBADOS {bb}
BELARUS {by}
BELGIUM {be}
BELIZE {bz}
BENIN (b7}
BERMUDA {bm}
BHUTAN {bt}
BOLIVIA {bo}
BOSNIA AND HERZEGOVINA {ba}
BOTSWANA {bw}
BOUVET ISLAND {bv}
BRAZIL {br}
BRITISH INDIAN OCEAN TERR {io}
BRITISH VIRGIN ISLANDS {vg}
BRUNEI DARUSSALAM {bn}
BULGARIA {bg}
BURKINA FASO {bf}
BURUNDI {bi}
CAMBODIA {kh}
CAMEROON {cm}
CANADA {ca}
CAPE VERDE {cv}
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CAYMAN ISLANDS {ky}

CENTRAL AFRICAN REPUBLIC {cf}
CHAD {td}
CHILE {cl}
PEOPLE'S REPUBLIC OF CHINA {cn}
CHRISTMAS ISLANDS {cx}
COCOS ISLANDS {cc}
COLOMBIA {co}
COMORAS {km}
CONGO {cg}
CONGO (DEMOCRATIC REPUBLIC) {cd}
COOK ISLANDS {ck}
COSTA RICA {cr}
COTE D IVOIRE {ci}
CROATIA {hr}
CUBA {cu}
CYPRUS {cy}
CZECH REPUBLIC {cz}
DENMARK {dk}
DJIBOUTI {dj}
DOMINICA {dm}
DOMINICAN REPUBLIC {do}
EAST TIMOR {tp}
ECUADOR {ec}
EGYPT {eg}
EL SALVADOR {sv}
EQUATORIAL GUINEA {gq}
ESTONIA {ee}
ETHIOPIA {et}
FALKLAND ISLANDS {fk}
FAROE ISLANDS {fo}
FIJI (£3}
FINLAND {fi}
FRANCE {fr}
FRANCE METROPOLITAN {fx}
FRENCH GUIANA {gf}
FRENCH POLYNESIA {pf}
FRENCH SOUTHERN TERRITORIES {tf}
GABON {ga}
GAMBIA {gm}
GEORGIA {ge}
GERMANY {de}
GHANA {gh}
GIBRALTER {gi}
GREECE {gr}
GREENLAND {gl}
GRENADA {gd}
GUADELOUPE {gp}
GUAM {gu}
GUATEMALA {gt}
GUINEA {gn}
GUINEA-BISSAU {gw}
GUYANA {gy}
HAITI {ht}
HEARD & MCDONALD ISLAND {hm}
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HONDURAS {hn}

HONG KONG {hk}
HUNGARY {hu}
ICELAND {is}
INDIA {in}
INDONESIA {id}
IRAN, ISLAMIC REPUBLIC OF {ir}
IRAQ {iq}
IRELAND {ie}
ISLE OF MAN {im}
ISRAEL {il}
ITALY (it}
JAMAICA {jm}
JAPAN {ip}
JORDAN {jo}
KAZAKHSTAN {kz}
KENYA {ke}
KIRIBATI {ki}
KOREA, DEM. PEOPLES REP OF {kp}
KOREA, REPUBLIC OF {kr}
KUWAIT {kw}
KYRGYZSTAN {kg}
LAO PEOPLE'S DEM. REPUBLIC {la}
LATVIA {1v}
LEBANON {1b}
LESOTHO {1s}
LIBERIA {1r}
LIBYAN ARAB JAMAHIRIYA {1y}
LIECHTENSTEIN {11}
LITHUANIA {1t}
LUXEMBOURG {1lu}
MACAO {mo}
MACEDONIA {mk}
MADAGASCAR {mg}
MALAWI {mw}
MALAYSIA {my}
MALDIVES {mv}
MALI {ml}
MALTA {mt}
MARSHALL ISLANDS {mh}
MARTINIQUE {mqg}
MAURITANIA {mr}
MAURITIUS {mu}
MAYOTTE {yt}
MEXICO {mx}
MICRONESIA {fm}
MOLDAVA REPUBLIC OF {md}
MONACO {mc}
MONGOLIA {mn}
MONTENEGRO {me}
MONTSERRAT {ms}
MOROCCO {ma}
MOZAMBIQUE {mz}
MYANMAR {mm}
NAMIBIA {na}
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NAURU {nr}

NEPAL {np}
NETHERLANDS ANTILLES {an}
NETHERLANDS, THE {nl}
NEW CALEDONIA {nc}
NEW ZEALAND {nz}
NICARAGUA {ni}
NIGER {ne}
NIGERIA {ng}
NIUE {nu}
NORFOLK ISLAND {nf}
NORTHERN MARIANA ISLANDS {mp}
NORWAY {no}
OMAN {om}
PAKISTAN {pk}
PALAU {pw}
PALESTINE {ps}
PANAMA {pa}
PAPUA NEW GUINEA {pg}
PARAGUAY {py}
PERU {pe}
PHILIPPINES (REPUBLIC OF THE) {ph}
PITCAIRN {pn}
POLAND {pl}
PORTUGAL {pt}
PUERTO RICO {pr}
QATAR {ga}
REUNION {re}
ROMANIA {ro}
RUSSIAN FEDERATION {ru}
RWANDA {rw}
SAMOA {ws}
SAN MARINO {sm}
SAO TOME/PRINCIPE {st}
SAUDI ARABIA {sa}
SCOTLAND {uk}
SENEGAL {sn}
SERBIA {rs}
SEYCHELLES {sc}
SIERRA LEONE {sl}
SINGAPORE {sg}
SLOVAKIA {sk}
SLOVENIA {si}
SOLOMON ISLANDS {sb}
SOMALIA {so}
SOMOA, GILBERT, ELLICE ISLANDS {as}
SOUTH AFRICA {za}
SOUTH GEORGIA, SOUTH SANDWICH ISLANDS {gs}
SOVIET UNION {su}
SPAIN {es}
SRI LANKA {1k}
ST. HELENA {sh}
ST. KITTS AND NEVIS {kn}
ST. LUCIA {1lc}
ST. PIERRE AND MIQUELON {pm}
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ST. VINCENT & THE GRENADINES {vc}

SUDAN {sd}
SURINAME {sr}
SVALBARD AND JAN MAYEN {s3}
SWAZILAND {sz}
SWEDEN {se}
SWITZERLAND {ch}
SYRIAN ARAB REPUBLIC {sy}
TAIWAN {tw}
TAJIKISTAN {t3}
TANZANIA, UNITED REPUBLIC OF {tz}
THAILAND {th}
TOGO {tg}
TOKELAU {tk}
TONGA {to}
TRINIDAD AND TOBAGO {tt}
TUNISIA {tn}
TURKEY {tr}
TURKMENISTAN {tm}
TURKS AND CALCOS ISLANDS {tc}
TUVALU {tv}
UGANDA {ug}
UKRAINE {ua}
UNITED ARAB EMIRATES {ae}
UNITED KINGDOM (no new registrations) {gb}
UNITED KINGDOM {uk}
UNITED STATES {us}
UNITED STATES MINOR OUTL.IS. {um}
URUGUAY {uy}
UZBEKISTAN {uz}
VANUATU {vu}
VATICAN CITY STATE {va}
VENEZUELA {ve}
VIET NAM {vn}
VIRGIN ISLANDS (USA) {vi}
WALLIS AND FUTUNA ISLANDS {wf}
WESTERN SAHARA {eh}
YEMEN {ye}
ZAMBIA {zm}
7 IMBABWE {zw}
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Setdari importante pentru browserul TOR

Unele proprietdti importante ale browserului TOR pot fi accesate si modificate din meniul "Tools", astfel:
File Edit View History Bookmarks @ﬂelp

Downloads Ctrl+)
© New Tab %

Add-ons and Themes Ctrl+Shift+ A

Q/ @ Q. Searc addn

Browser Tools p A S
Page Info Ctrl+|
In pagina "General":
File Edit View History Bookmarks Tools Help i o X
3 Settings X |+
‘« @ & @Tor Browser about:preferences i} O C 6 =
~
I - li'nc: n Settings
€83 General General
@ Home Startup
Open previous windows and tabs
Q Search

["] Always check if Tor Browser is your default browser

8] Privacy & Security
& Tor Browser is not your default browser Make Default...

@ Connection

Tabs

[ Ctrl+Tab cycles through tabs in recently used order

Open links in tabs instead of new windows

["] When you open a link, image or media in a new tab, switch to it immediately
["] Confirm before closing multiple tabs

[] Show tab previews in the Windows taskbar

Language and Appearance

¢ Extensions & Themes Website appearance

Some websites adapt their color scheme based on your preferences. Choose which color scheme

® Tor Browser Support y y
you'd like to use for those sites.

[ [ | [ | nd
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File Edit View History Bookmarks Tools Help

83 Settings X | +

@ Tor Browser

¥ @ <«

@ General
@ Home
Q Search

EJ Privacy & Security

@ Connection

i] Extensions & Themes

@ Tor Browser Support

about:preferences

w O C &

I ‘~'|: nd in Settings

Website appearance
Some websites adapt their color scheme based on your preferences. Choose which color scheme

you'd like to use for those sites.

— —

© Tor Browser () Light

(_) System theme
theme

Manage Tor Browser themes in Extensions & Themes

Colors
Override Tor Browser's default colors for text, website backgrounds, and

Manage Colors...

links.

Fonts

Default font  Default (Times New Roman) . Size 16 v Advanced...
Zoom

Default zoom 100% v

[] Zoom text only
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£33 General

(@ Home

Q_ search

EJ Privacy & Security

@ Connection

i] Extensions & Themes

@ Tor Browser Support

@ Settings X

File Edit View History Bookmarks Tools Help

v @ ¢« © Tor Browser about:preferences

w O C &

I ‘~‘|: nd in Settings

Zoom

Default zoom 100% NE

[] Zoom text only

Language

Choose the languages used to display menus, messages, and notifications from Tor Browser.

English (en-US) v Set Alternatives...

Choose your preferred language for displaying pages Choose...

["] Check your spelling as you type

Files and Applications

Downloads

Save files to ‘ ¥ Downloads Browse...

C E Always ask you where to save files)

Applications

Choose how Tor Browser handles the files you download from the web or the applications you use

CG 2023.08, ©OSINAPSA Infocomplex®™ - http://sinapsaro.ro / Victor Emanuel Stefinescu

pagina 25 din 51



83 Settings x | +

. @ < ® Tor Browser

£33 General

(@ Home

Q_ search

EJ Privacy & Security

@ Connection

i] Extensions & Themes

@ Tor Browser Support

File Edit View History Bookmarks Tools Help

about:preferences

w O C &

l ﬂ‘F'nc: n Settings

Applications
Choose how Tor Browser handles the files you download from the web or the applications you use

while browsing.

| 0 Search file types or applications

Content Type - [ Action

[§] AV1Image File (AVIF) © Open in Tor Browser
s DJVU Document * Save File

li» EPUB Document * Save File

& Extensible Markup Language (XML) L7 Always ask

& irc (7 Always ask

2 ircs L7 Always ask

[Z mailto [Z Always ask

lix MOBI Document * Save File

Portable Document Format (PDF) [Z Always ask

@€ Scalable Vector Graphics (SVG) % Save File

€ WebP Image @© Open in Tor Browser

What should Tor Browser do with other files?
O Save files

() Ask whether to open or save files
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83 Settings X

£33 General

(@ Home

Q_ search

EJ Privacy & Security

@ Connection

i] Extensions & Themes

@ Tor Browser Support

+

File Edit View History Bookmarks Tools Help

v @ ¢« © Tor Browser about:preferences

w O C &

I ‘~'|: nd in Settings

What should Tor Browser do with other files?

© Save files

() Ask whether to open or save files

Jor Browser Updates

Keep Tor Browser up to date for the best performance, stability, and security.
Version 12.5.1 (64-bit) Show Update History...

") Checking for updates... Check for updates

Allow Tor Browser to
() Automatically install updates (recommended)

Check for updates but let you choose to install the

@ This setting will apply to all Windows accounts and Tor Browser profiles using this

installation of Tor Browser.

Performance

Use recommended performance settings Learn more
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83 Settings X

£33 General

(@ Home

Q_ search

EJ Privacy & Security

@ Connection

i] Extensions & Themes

@ Tor Browser Support

v @ ¢« © Tor Browser

File Edit View History Bookmarks Tools Help

about:preferences

w O C &

O Find in Settings

installation of Tor Browser.

Performance

Use recommended performance settings Learn more

These settings are tailored to your computer's hardware and operating system.

Browsing

["] Use autoscrolling

Use smooth scrolling

Show a touch keyboard when necessary

[] Always use the cursor keys to navigate within pages

["] Search for text when you start typing

["] Control media via keyboard, headset, or virtual interface Learn more

|| Recommend extensions as you browse Learn more

[] Recommend features as you browse Learn more
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In pagina "Home":

File Edit View History Bookmarks Tools Help 25 [m] X
83 Settings X | +
¥ @ <« © Tor Browser  about:preferences#home &w O C & =

© Find in Settings

@ Rl Home Restore Defaults
@ e New Windows and Tabs

Q Eaaidi Choose what you see when you open your homepage, new windows, and new tabs.

& Privacy & Security About Tor v
@ Connection Blank Page v_

ﬂ Extensions & Themes

@ Tor Browser Support
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in pagina "Search":

@ Settings X

@ General
@ Home
Q Search

8 Privacy & Security

@ Connection

i] Extensions & Themes

@ Tor Browser Support

¥ @ < © Tor Browser

File Edit View History Bookmarks Tools Help

a X
about:preferences#search w O C 6 =
~
© Find in Settings ‘

Search
Search Bar
© Use the address bar for search and navigation

a0 @ [a | @ » z\
() Add search bar in toolbar

«->C 0 | [[Q ] m » =
Default Search Engine
This is your default search engine in the address bar and search bar. You can switch it at any time.

@ DuckDuckGoOnion v

Search Suggestions
Choose how suggestions from search engines appear.
["] Provide search suggestions

Show search suggestions in address bar results

¥ Show search suggestions ahead of browsing history in address bar results

Show search suggestions in Private Windows

Search suggestions will not be shown in location bar results because you have configured Tor

Browser to never remember history. <
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File Edit View History Bookmarks Tools Help L (] X
83 Settings X W
¥ @ <« ®© Tor Browser about:preferences#search w O C & =
A
© Find in Settings
@ General Search suggestions will not be shown in location bar results because you have configured Tor
Browser to never remember history.
@ Home Change settings for other address bar suggestions
Q Search
Search Shortcuts
& Privacy & Security Choose the alternative search engines that appear below the address bar and search bar when you
@ Eotmssiian start to enter a keyword.
\ Search Engine | Keyword
‘\/ € DuckDuckGo @duckduckgo, @ddg 2
.\/ O YouTube
’\/ G Google @google
.\/ @ Blockchair
’\/ @ DuckDuckGoOnion
| @ BlockchairOnion
’\/ 8 Startpage
.\/ ¥ Twitter
’\/ W Wikipedia (en) @wikipedia
9 Extensions & Themes '\/ Yahoo
@ Tor Browser Support ’\/ % Bookmarks * v
Roctnre Defanlt Search Enaines Remove v
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83 Settings x | +

. @ < ® Tor Browser

33 General

(@ Home

Q_ search

EJ Privacy & Security

@ Connection

i] Extensions & Themes

@ Tor Browser Support

File Edit View History Bookmarks Tools Help

about:preferences#search

Search Shortcuts

Choose the alternative search engines that appear below the address bar and search bar when you

start to enter a keyword.

w O C &

© Find in Settings

| Search Engine

v 0
v O

v G

DuckDuckGo
YouTube

Google

Blockchair
DuckDuckGoOnion
BlockchairOnion
Startpage

Twitter

Wikipedia (en)

Yahoo

Bookmarks

| Keyword
@duckduckgo, @ddg

@google

@wikipedia

estore Default Sear

Find more search engines

Remove
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In pagina "Privacy & Security":

File Edit View History Bookmarks Tools Help L o X

@Settings X +

¥ @ < © Tor Browser  about:preferences#privacy 2 O Cc & =
~

> Find in Settings

€83 General Browser Privacy
@ Home Onion Services
Prioritize .onion sites when known. Learn more...
Q Search .
() Always
EJ Privacy & Security O Ask every time
@ Connection

Cookies and Site Data

Your stored cookies, site data, and cache are currently using 0 bytes of

Clear Data...

Manage Data...

disk space. Learn more

@ In permanent private browsing mode, cookies and site data will always
be cleared when Tor Browser is closed. Manage Exceptions...

® Delete cookies and site data when Tor Browser is closed

Logins and Passwords

@Ask to save logins and passwords for websites Exceptions...

Autofill logins and passwords

Saved Logins...
i] Extensions & Themes =
¥ Suggest and generate strong passwords

@ Tor Browser Support >
[ "] Show alerts about passwords for breached websites Learn more

My Dei n. Y | Fhanan Diimar: Darnnnrd

CG 2023.08, ©OSINAPSA Infocomplex®™ - http://sinapsaro.ro / Victor Emanuel Stefinescu
pagina 33 din 51



File Edit View History Bookmarks Tools Help L o X
3 Settings X | +
¥ @ <« © Tor Browser about:preferences#privacy ww O Cc & =
~
© Find in Settings ‘
@ General ["] Show alerts about passwords for breached websites Learn more
@ Home ["] Use a Primary Password Learn more Change Primary Password...
Formerly known as Master Password
Q Search
& Privacy & Security Onion Services Authentication
. Some onion services require that you identify yourself with a key (a kind
@ Connection 9 4 vy y Saved Keys...
of password) before you can access them. Learn more
History
Tor Browser will ~ Use custom settings for history v
Always use private browsing mode Clear History...
Remember browsing and download history
Remember search and form history
Clear history when Tor Browser closes Settings...
¢ Extensions & Themes Address Bar
@ Tor Browser Support When using the address bar, suggest
["] Browsing history
v
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File Edit View History Bookmarks Tools Help L o X
@ Settings X =
V @ < @ Tor Browser about:preferences#privacy {} O C e =
~
© Find in Settings

&3 General Address Bar
When using the address bar, sugge;

@ Home -
[] Browsing history

Q Search Bookmarks

(9] Privacy & Security [] Open tabs

. ["] Shortcuts

@ Connection
["] Search engines
Change preferences for search engine suggestions
Permissions
@© Location @
() Camera Settings...
9 Microphone Settings...
@ Notifications Learn more Settings...

G ["] Pause notifications until Tor Browser restarts

¢ Extensions & Themes

® Tor Browser Support ® Autoplay Settings...
G2 Virtual Reality Settings... v
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File Edit View History Bookmarks Tools Help L o X

83 Settings X | +

b
Q
Q
e.

1l

¥ @ ¢ — @ TorBrowser about:preferences#privacy

Settings L

The following websites have requested to access your location. You can specify which websites are allowed to

access your location. You can also block new requests asking to access your location.

[ O earch Website

Website Status

Remove Website Remove All Websites

y T
Blocking access to your location may break some website features.

Save Changes

@ 2023.08, ©OSINAPSA Infocomplex®™ - http://sinapsaro.ro / Victor Emanuel Stefinescu
pagina 36 din 51



File Edit View History Bookmarks Tools Help

@ Settings X

+

¥ @ ¢ — @ TorBrowser about:preferences#privacy

The following websites have requested to access your camera. You can specify which websites are allowed to

access your camera. You can also block new requests asking to access your camera.

[ O Search Website

Website Status

Remove Website Remove All Websites

Block new requests asking to access yourlcamera

will ! ed above from requesting permission to access your camera.
Blocking access to your camera may break some website features.

Save Changes

La fel — blocare/"Block" — se seteaza celelalte permisiuni.
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83 Settings x | +

v @ ¢« © Tor Browser

33 General

(@ Home

Q_ search

& Privacy & Security

@ Connection

i] Extensions & Themes

@ Tor Browser Support

File Edit View History Bookmarks Tools Help

about:preferences#privacy

w O C &

> Find in Settings

Block pop-up windows Exceptions...
Warn you when websites try to install add-ons Exceptions...
Security

Security Level
Disable certain web features that can be used to attack your security and anonymity. Learn more

O Standard

All browser and website features are enabled.

() Safer

Disables website features that are often dangerous, causing some sites to lose functionality.

() Safest
Only allows website features required for static sites and basic services. These changes affect

images, media, and scripts.

Deceptive Content and Dangerous Software Protection

["] Block dangerous and deceptive content Learn more

Block dangerous downloads
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File Edit View History Bookmarks Tools Help L o X
83 Settings x | +
¥ @ <« © Tor Browser about:preferences#privacy ww O Cc & =
~
O Find in Settings ‘
@ General
Deceptive Content and Dangerous Software Protection
@ Home ["] Block dangerous and deceptive content Learn more
Q Search Block dangerous downioads
; E ¥ Warn you about unwanted and uncommon software
(9] Privacy & Security
@ Connection .
Certificates
Query OCSP responder servers to confirm the current validity of View Certificates...
7 C
certificates
Security Devices...
HTTPS-Only Mode
HTTPS provides a secure, encrypted connection between Tor Browser and the websites you visit.
Most websites support HTTPS, and if HTTPS-Only Mode is enabled, then Tor Browser will upgrade all
connections to HTTPS.
Learn more
O Enable HTTPS-Only Mode in @ Manage Exceptions...
(") Enable HTTPS-Only Mode in private windows only
2 Extensions & Themes (") Don't enable HTTPS-Only Mode
@ Tor Browser Support
v
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In pagina "Connection":

83 Settings X |+

¥ @ < © Tor Browser

@3 General
@ Home
Q Search

& Privacy & Security

File Edit View History Bookmarks Tools Help

about:preferences#connection

© Find in Settings

Connection
Tor Browser routes your traffic over the Tor Network, run by thousands of volunteers around the

world. Learn more

© Internet: Test @ Tor Network: Connected

@ Connection

Quickstart
Quickstart connects Tor Browser to the Tor Network automatically when launched,fbased on your last

Iused connection settings.l

Always connect automatically

w O C &

i] Extensions & Themes

@ Tor Browser Support

Bridges
Bridges help you securely access the Tor Network in places where Tor is blocked. Depending on

where you are, one bridge may work better than another. Learn more

Your Current Bridges
You can keep one or more bridges saved, and Tor will choose which one to use when you connect.

Tor will automatically switch to use another bridge when needed.

Use current bridges Remove All Bridges
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File Edit View History Bookmarks Tools Help L o X
83 Settings X +
¥ @ <« © Tor Browser about:preferences#connection w O C & =
~
O Find in Settings ‘
@ General obfs4 bridge:
@ Home
obfs4 bridge: @ \
Q Search
E) Privacy & Security obfs4 bridge:
@ R obfs4 bridge:
Show All Bridges
Add a New Bridge
Choose from one of Tor Browser's built-in bridges Select a Built-In Bridge...
Request a bridge from torproject.org Request a Bridge...
Enter a bridge address you already know Add a Bridge Manually...
Advanced
i] Extensions & Themes
Configure how Tor Browser connects to the internet Settings...
@ Tor Browser Support
View the Tor logs View Logs...
v
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TOR deschide accesul spre asa-numitul "Internet intunecat/adanc" (""dark/deep web/net')
unde se afla
inclusiv (adica, nu este o regula implicita)
informatii (ori, ""continut") neplacute, ilegale (in multe tari/state/samd.) si/sau inselatoare/false.

De regula, site-urile accesibile numai cu browserul TOR sau cu unele similare acestuia
au adrese (ca text, cum este forma binecunoscuta "www.site.com") terminate in ".onion"

de forma celei din continuare care la 1 august 2023 era adresa motorului de cautare TORCH:

http://torchdeedp3i2jigzjdmfpnSttjhthhSwbmda2rr3jvqjgSp77c54dgd.onion/

Unele adrese .onion §i in general pe Dark Net se schimbd frecvent,
de aceea este bine
sd adaugdam la ""Bookmarks' in browserul TOR
adresepe care sd le putem edita/modifica la nevoie astfel;
- click-dreapta pe Bookmark
- alegerea comenzii "Edit Bookmark'"
- specificarea noii adrese.

Site-uri cu adrese "obisnuite" pot fi accesate cu browserul TOR.
Dar de obicei, o adresd .onion
NU poate fi accesatd

cu un browser "obisnuit" ca Firefox, Chrome, Edge
ci numai cu browserul TOR.

Internetul "obisnuit" este cel unde se afld - in general vorbind - site-urile pe care le accesaim in mod
frecvent si de care nu avem pretentia de a ne ascunde.

Un site "obisnuit" poate avea si o adresa de tipul onion, adica poate fi prezent §i pe Dark Net.
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http://www.site.com/
http://torchdeedp3i2jigzjdmfpn5ttjhthh5wbmda2rr3jvqjg5p77c54dqd.onion/

La aceeasi data din 2023, ciateva adrese utile accesibile cu TOR erau:

(textul link-urilor afisate aici
- poate fi copiat dupa selectare cu mouse-ul si Ctrl C
- apoi plasat in bara de adresa a browserului TOR, cu Ctrl V

Motorul de cautare TORCH, similar cu cele de la Google, Yahoo, DuckDuckGo, Altavista s.a.:
http://torchdeedp3i2jigzjdmfpnSttjhthhSwbmda2rr3jvqjgSp77c54dgd.onion/

Lista detaliata de linkuri: "The Hidden Wiki"
http://zgktlwivavvvggtdybvevi7tyo4hjlsxgfuvpdf6otjivcgwgbym?2gad.onion/wiki/index.php/Main Page

Listad de linkuri .onion: "General TOR Links"
http://far7fdddmwxwpxn2355tnni37x2hroxc2mr7utydpwdflpt2bnbdiyvqgd.onion/

TorHidden.Wiki
http://darknetmdzfzng7zxywqzgnskpb6b6thm3yyv2uvuxqijrpzltvrdxuyyd.onion/dark-net-search-engines

TORDEX
http://tordexu73joywapk2txdr54jed4imgledpcvcuf7sgsas2gwdgksvnyd.onion/directory

TheDeepDarkNet
http://torlisthsxo7h65pd2po7kevpzkkdwwi3czylz3izecmsx4jzwabbopyd.onion/

Hidden Links
http://wclekwrf2aclunlmuikf2bopusifv66ilhwtgbiycySnw524ré6ngioid.onion/

Biblioteca online: Proiectul "Z-Library"
http://wikiSmmem?2jh3n4rkqgxpplia2wkulatppzshhoe3vryadkmt2jhfd7ad.onion/

Biblioteca online: "Just Another Library"
http://libraryfyuybp7ovidyya3ah5Sxvwgyxbweauoini7zyz555litmmumad.onion/

Acestea si de altfel orice adrese pot fi puse in "Bookmarks" din browserul TOR, de unde sa poati fi
accesate cu un click pe mouse.

(este evident ca in mod uzual nu este fezabil sau posibil si se retind o astfel de adresd, pentru a fi scrisa
fara greseli/omisiuni pe bara adresei site-ului care trebuie vizitat)
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Instalarea browserului TOR pe smartphone sau tabletd cu sistemul de operare Android

in Play Store:
- se cautd "tor"
- se instaleaza aplicatia

&« tor

About these results ©

Tor Browser
@ The Tor Project

4.5% 10M+
190K reviews @ Downloads

T ’)l » vser

Experience real private browsing without tracking, surv
censorship.

- se porneste aplicatia:

Tor Browser

Explore.
Privately.
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Click pe butonul din dreapta-sus desfdsoard meniul din care putem alege
"Settings" — setdrile aplicatiei
"Bookmarks" — adresele salvate pentru accesre rapida si care pot fi atat "obignuite", cét si.onion

@ Tor Bro e

® qui
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Addugarea de adrese la Bookmarks; salvarea si restaurarea unor adrese

Odatd ce gasim drept demnd de revizitat o adresa pe Internet, o putem adduga intr-un browser la colectia
acestuia de adrese Favorite sau de semne-de-carte ("bookmarks").

In browserul TOR, la fel ca in Firefox, aceasta se face astfel:

Dupa ce este accesatd adresa solicitatd, specificata in bara adresei pe Internet a browserului:

Click pe meniul "Bookmarks"

Apoi se alege comanda "Bookmark current tab" —

adica, sa se pund semn-de-carte

la adresa din pagina vizionatd acum, in pagina ("'tab") curentd a browserului
(In imaginea urmatoare, tit/ul/ paginii este "Axios...":

File Edit View History (Bookmark®) Tools Help

: Manage Boockmarks Ctrl+Shift+0
greaking news,

< Bookmark Current Tab Ctrl+ >

¥. @

[*] Bookmarks Toolbar >

-] Import bookmarks... 1
[ Other Bookmarks 2
AN [M TarDraic+ Ranlbmmarkes S

In dialogul care apare, specificam:
- numele semnului-de-carte, in imagine fiind cel propus automat (zit/ul paginii)
- locatia unde va fi salvat acest semn-de-carte: posibil, Intr-un grup de adrese Favorite:

Add bookmark

Name

Axios - Breaking news, U.S. news and politics, ant

O N |

! [*] Bookmarks Toolbar

3 E
Bookmarks Menu v

] [ Other Bookmarks

o=
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Mai tarziu, in orice sesiune de lucru cu acest browser (cel in care am adaugat adrese la Bookmarks),
o adresa din cele salvate astfel poate fi accesatd cu acest browser in doud moduri:

- fie apasand simultan tastele Ctrl si B

- fie din meniul "View -> Toolbars -> Bookmarks"

VEile Edifigtory Bookmarks Tools Help

—= >}
ew
Sidebar > v CBookmarks Ctrl+BD

¥. G Zoom S History — Ctr+H -

~—~ . - .. L .

De obicei, lista semnelor-de-carte este afisatd In stinga browserului.

O astfel de lista a adreselor favorite poate fi salvata astfel:

Click pe meniul "History"
Apoi pe "Show All History"

-Ei'le Edlt yiewgookmarks Tools Help
Ctrl+Shift+H
@ New Tab

Y
&) Import book Recently Closed Tabs >

% Bookmar
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In dialogul care apare se actioneazi ca in imaginea urmitoare:
- din sectiunea/meniul "Import and Backup"

- se alege comanda "Export Bookmarks to HTML..." — lista adreselor-semne-de-carte va fi salvata
intr-un fisier-text cu structurda HTML, accesibild pe scara larga:

Apoi se specificd numele fisierului si locatia unde il vom salva:

Export Bookmarks to HTML...

Import Data from Another Browser...

() Library

---- - £§3 Organize~ = Views{ 1 Import and Backup - © Search History
@ History Nan  Backup... -ocation
N7 [
~, Downloads Ractore S

> Tags

> W All Bookmarks Import Bockmarks from HTML...

Este bine ca in nume sa scriem data curentd, pentru a sti cand anume erau valabile acele adrese:

Save as type: HTML Files

» Hide Folders

Cancel

Q Export Bookmarks Fi|§ p X
— v A v 0 Search test_docs
Organize v New folder =z - o
* D~ Name Date modified Type Size
) i B s 2023-Aug-02 14...  Firefox Do... 155 KB
=| P B si 2023-Aug-02 14...  Firefox Do... 155 KB
Bv B si 2023-Aug-0115...  Firefox Do... 157 KB
W B si 2023-Jul-3121:44  Firefox Do... 158 KB
=)
- W
- P
D
= e
y 2 0
@ame: | bookmarkskor_ZOBOBOD o
—— |
v
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Putem recupera-incirca in acest browser
lista adreselor astfel salvate intr-un fisier, astfel:

Click pe meniul "History"
Apoi pe "Show All History"

-EiVIe Edlt yiewgookmarks Tools Help
Ctrl+Shift+H
@ New Tab

I —" é

5
3] Import book Recently Closed Tabs >

% Bookmar

In dialogul care apare
se actioneaza ca 1n imaginea urmatoare:
- din sectiunea/meniul "Import and Backup"
- se alege comanda "Import Bookmarks from HTML..." —
o lista adreselor favorite-semne-de-carte va fi incdrcati dintr-un fisier salvat anterior
= fie cu browserul TOR
= fie cu browserul Firefox (adica, pot fi folosite adresele folosite in Firefox):

© Library = O X
i§3 Organize~ = Views{ 4T Import and Backup - ) Search History
@ History Nan  Backup... -ocation
¥ load
~, Downloads Restore S
> Q Tags
> W All Bookmarks @Bookmarks ff°m®
Export Bookmarks to HTML...
Import Data from Another Browser...

Apoi se alege figierul unde sunt adresele Favorite, semne-de-carte
si se afiseaza sectiunea Bookmarks pentru a putea naviga rapid (click) spre unele din acelea.
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Precautii elementare de luat pentru mdrirea sigurantei navigarii pe DarkNet

Trebuie evitate site-urile si link-urile care se anuntd prin unele din aceste cuvinte, abrevieri si
coduri 1n limba engleza — lista nefiind completd, dar continand principalele particule de evitat si
vehiculate in aceastd limba fie de sine stdtitor, fie combinate (cu alte cuvinte):

CP

Child

Pedo

Bear

Candy

Fake (ID)

Free/Cheap Money/Bitcoin/s.a.

Aceste cuvinte sau astfel de combinatii urmate/precedate de semnul exclamarii !

Nu trebuie accesate serviciile de e-mail cu care suntem obignuiti, de exemplu
GMail
Yahoo! Mail

Nu trebuie oferite informatii personale cu specific financiar, de exemplu informatii despre:
carti de credit
conturi in banca

Nu trebuie oferite informatii personale, de exemplu:
Adresa

Numele

Locul de munca

Proprietati (avere)

Informatii despre rude si prieteni apropiati

Nu trebuie descércate/download-ate fisiere de tipuri/in formate care permit transportul de
comenzi intre computere/dispozitive de calcul, de exemplu:

Documente de tip Microsoft Office, OpenOffice (https:/www.openoffice.org/) si LibreOffice
(https://www.libreoffice.org/)

Fisiere executabile si module ale acestora,

cu extensia din lista urmatoare - de asemenea incompleta:

o .exe
o .dl
o .com
o .0CcX
o .ctl

o s

De obicei, numele figierului asociat unui link poate fi aflat plasand cursorul mouse-ului pe link si

citind in partea de jos a browserului (pe "bara de stare" — StatusBar) numele acelui fisier (poate fi pur si
simplu o pagind de internet, cu extensia .htm)

6.

©

Trebuie evitatd achizitionarea de bunuri si de servicii, oricat de ispititoare ar fi, deoarece:

Pe circa 90% din "piete" (Market) se ofera falsuri

Numeroase bunuri si servicii sunt ilegale, sau folosirea lor in orice fel este ilegald in multe
tari/state/samd.

Majoritatea tranzactiilor, sau unele din ele, sunt monitorizate
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https://www.openoffice.org/
https://www.libreoffice.org/

Sistemul de operare TAILS
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